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Cnuncok cokpalieHunm

AMNKLL AnnapaTHO-NpOorpaMMHbI KOMMIEKC WndpoBaHUs
APM ABTOMaTM3NpoOBaHHOe paboyee MecTo

B Ba3a AaHHbIX

AOA [JeTekTop (KOMMNbIOTEPHbIX) aTak

acy JaTunk cnyyariHbix Yncen

KK KpunTtorpaduyecknin Kommytatop

KLU Kpuntorpaduyeckuii w3

NnBC JlokanbHas BbluMCUTENbHAA CETb

HCA HecaHKUMOHMPOBaHHbI JOCTYN

o3y OnepaTuBHOE 3anoMMHaloLLLee YCTPONCTBO

o]® OnepaumoHHas cuctema

MAK MporpamMMHo-annapaTHbIN KOMMIEKC

no MporpamMmHoe obecneveHune

ny Mporpamma ynpasneHus

ca Cepsep goctyna

CK3M CpeacTtBo KpunTorpadmyeckomn 3awuTbl MHPoOpMaumm
COB Cucrema obHapy»eHUs BTOPXEHUIN (KOMMbIOTEPHbIX aTak)
cy CeTteBoe ycTpoicTteo (KL, KK, A)

cyb Cucrema ynparieHus 6azaMm AaHHbIX

Lyc LleHTp ynpaBneHus ceTblo Kpuntorpadunyecknx LWi308
aun DneKTpoHHas umdposas Nnoanucb

DCOM Distributed Component Object Model

FTP File Transfer Protocol

ICMP Internet Control Message Protocol

IP Internet Protocol

MTU Maximum Transmission Unit

NAT Network Address Translation

PPPoE Point to Point Protocol over Ethernet

RAS Remote Access Service

RPC Remote Procedure Call

SMB Server Message Block

SNMP Simple Network Management Protocol

SPAN Switched Port Analyzer

TCP Transmission Control Protocol

UDP User Datagram Protocol

usB Universal Serial Bus

VID VLAN Identifier

VLAN Virtual Local Area Network

VoIP Voice over IP

VPN Virtual Private Network
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BBeneHue

JOKyMeHT npeaHa3HayeH ANs agMUHUCTPATOPOB u3genus "AnnapaTHO-NPOrpamMMHbIA KOMMAEKC WndpoBaHUs
"KoHTuHeHT". Bepcusa 3.9" (nanee — komnnekc, AMKLL "KoHTHeHT"). B HEM coaepxaTtcs cBeaeHusi, Heobxoanmbie
aAMWHUCTpaTOpaM AN HAaCTPOMKKN CETEBbIX NapaMeTpPOB KOMMOHEHTOB KOMIJIeKca.

[lononHuTenbHbIe CBEAEHMS, HEOBX0ANMbIE aIMUHUCTPATOPY KOMMNeKca, cogepxatca B [1]-[6].

Cait B uMHTepHeTte. MHdopmaums o npoayktax komnaHum "Kop bBesonacHOCTM" npeactaBsieHa Ha canTe
https://www.securitycode.ru.

Cny6a TexHMUYeckoh nopaep Ku. CBA3aTbCs CO C/YXKOO0M TEXHUYECKON NOAAEPXKKM MOXHO MO TenedoHy 8
800 505-30-20 nnu no anekTpoOHHOM NnouTe support@securitycode.ru.

YyebHble KYypCbl. OcBouTb annapaTHble " NporpaMMHble NpoAyKTbl KOMMaHum
"Koa BesonacHoctn" MOXHO B aBTOPU30BaHHbIX y4yebHbIX LeHTpax.
Cnuncok y4yebHbIX LLeHTPOB M1 ycnoBmusa obyyeHus npeacraBiieHbl Ha canTe koMnaHum https://www.securitycode.ru.
CBaA3aTbCs C NpeacTaBUTEsIeM KOMMNaHWWM NO BOMPOCaM opraHm3aumm obyyeHms MOXHO MO 3/1EeKTPOHHOW nouTe
education@securitycode.ru.

Bepcna — 3.9.3 o1 20.06.2024.
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[naBa 1
HacTtpouka nHtepdcencosn

CeTeBble UHTepcenchl

Jltobolh nHTepdenc ceTeBoro yCTponcTea MoOXeT MMETb HECKobko IP-aapecos.

NHTepdelic, onpegeneHHbln kKak SPAN-NOPT, AO/MKEH NCMOb30BaTbCA TObKO A5 Lesel aHanmsa CeTeBoro Tpa-
duka. MoaknoyaTb ero K NobbiM CETAM 3anpeLlaeTcs, Tak Kak 3TO MOXET NMpMBECTU K NaBUMHOO6pPa3HOMY poCTy
Tpaduka u BbIXOAY CETU M3 CTpos. Takxe aAng SPAN- nopTta 3anpelleHo ykasbiBaTb aBTOMaTU4eckuii Boibop pe-

XnMa (ckopocTtu) paboThl.

Ons HacTpoku nHTtepdencoB ceTeBoro ycTpomcraa:
1. BbI30BMTE OKHO CBOWCTB CETEBOr0 YCTPOMCTBA N NepenauTe Ha Bknaaky "UHTepdelicol”.

CBOMCTEA KpunTowno3a - KL ¢ LYCom

OBLWMe CEEaEHNA Cosgam

e d e PUSHIECKHE W BUPTYANEHBIE MHTEPGERCH!

YnpaeneHue QoS HazeaHue Tun Appec/Macka MNapameTpel MTU

DHEP 'eemd BHewHuaA 32.232.1/24 1500

Jleemi BHyTpeHHMiR 152.168.1.101/24 1500

HypHansl f'zem2 He onpenenén 1500

Map wpyTHIauma
Mpumeyanmue.
VmeHa MHTep(beI;ICOB, 0T06pa>KaeMb|e B Ta6n|/|ue, COOTBETCTBYHOT MMEHaM, YKa3aHHbIM Ha KOpnyce CeTeBoro yCTpOPICTBa pPAOOM C KaXadbIM
pa3bemom.

2. [ns uaMeHeHus napameTpos MHTepdelica BbibepuTe ero B Tabnnue, HaXXMmTe KHOMNKY "M3MeHuUTb...".
MosiBuTCS okHO "CBoWCTBa hmnanueckoro nHTepderica".

CEOWCTEA hU3HYECKOro MHTepdenca

-

Tun He onpenenéx - | MTU 1500

Pexam AsTossibop =

Pervctpauwme  ONpeAenfeTod CeTeBRIM YCTPORCTEOM ™

IP-Appeca
Anpec Macka
11.10.10.13 255,255 255.0
DoGaenTs. ..

v

3. BHecuTe Heob6xoaMMble U3MEHEHUS (OI'IVICEHVIe napaMeTpoB NpmnBeaeHO B Tabnmuax HM)KE) N HaXMUTE KHOMKY
n n
OK™".
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Mpumeyannue.

[Ons cMeHbl wnu ypaneHus uHTepdeiica pe3epBMpOBaHWS HeoOXOAMMO NPeABapUTENbHO 3afaTb [ONONHUTENbHbIA WHTEPENiC pe-
3ePBMPOBaHIA NMBO BbIKIIOUUTL PEXMM Pe3epBMPOBaHIS (CM. [3], YNpaBneHue knacTepom).

4. [ns pobaBneHums HOBOro MOAEMHOIO UM BUPTyanbHOro MHTepderca Haxmute kHonky "Co3aaTh", Bbibepute
TN nHTepdelica, 3anoJIHUTE NoJis ero NapaMeTpoB (CM. HUXKE) B MOSIBUBLUEMCS OKHE M HaXXMUTe KHormky "OK".

5. [na yaaneHns MOAEMHOMO WM BUPTYyanbHOro MHTepdelica BbibepuTte ero B Tabaunue, Haxmmte KHonky "Yaa-
nuTe" U noaTBEpAUTE YAaneHue, HaxkaB KHoMnKy "/1a" B NosABMBLUEMCH OKHe.

MapameTpbl

ceTeBbIX MHTepdencoB

Ta6n.1 MapameTpbl uHTepdeiica Ethernet

MapameTtp OnucaHue
Tvn Tun nHTepdelica:
e BHewHunit — nHTepdeiic, NoAKNYaeMblii K CETSIM 06Lero nob30BaHNs.
e BHyTpeHHUI — nHTepdenc, NoOAKIOHAEMbIN K 3alumiiaemMoin cetu (Tonbko ans KL).
e PesepBrpoBaHMe <CETEBOrO YCTPONCTBA>— UHTepdelic Ans obMeHa cnyxebHol nHdopMaumen mexay
OCHOBHbIM U pe3epBHbIM YCTPOMCTBOM B KnacTtepe (MHTepdeic pesepBnpoBaHuns).
e SPAN — uHTepdelic ans NoAKIOYEHMSA KOMMbIOTEPA C YCTAHOBEHHOW Ha HEM CUCTEMOW 06HapyXeHUs
CeTeBbIX aTak.
e YnpasneHue (Tonbko ansa AA) — nHtepdeinic ana ceasm ¢ LUYC wnuv agpyrmmm ceTeBbiMM YCTPOMCTBaAMMU.
e MoHUTOpPUHT (ToNbko Ana JA) — nHTepdenc , noakntoYaeMbl K span-nopTy A4S aHanmsa 3epKanbHoro
Tpaduka.
e [lopT kpunTokOoMMyTaTopa (Tonbko ans KK) — nHtepdelic, ncnonb3yemolii B COCTaBe BUPTYasibHOIO
KOMMyTaTopa ANs co3AaHus KpunTorpaduyeckolr KOMMyTUPYEMOW CeTH.
e He onpepeneH — nHTepdenc npm paboTte ceTeBoro ycTponcTea He NCrnosib3yeTcs
Pexxunm Pexxnm paboTbl ceTeBon KapTbl. [lOCTYNHbIE PEXUMbI:
e ABTOBbIGOP.
e 10base-T / half duplex.
e 10base-T/ full duplex.
e 100base-TX/ half duplex.
e 100base-TX/ full duplex.
e 1000base-T / half duplex.
e 1000base-T / full duplex.
BHumMmaHue! Bmecto pexuma "* / full duplex" HeobxoanMo ycTaHOBUTL pexuM "ABTOBbLIGOP"
Pernctpauns | 3agaHue npasuna pervcrtpauunm cobbiTUin B XXypHanax. 3HayeHums:
® OnpeaenseTcs ceTeBbiM yCTPONCTBOM (NpaBMIO HacleaAyeTcs U3 CBOWCTB CETEBOMO YCTPOWCTBA);
e neps.ble 64 6anTa;
e Teno naketa
MTU MakcumanbHas eaMHMUa Nnepefaym gaHHblx (B 6antax). JonyCcTMMble 3HaYEHNS:
e ans KL (BHyTpeHHMe 1 BHewHWe nHtepdeincol) 576-9000;
o ansa KK (BHewHn nutepderic) 576-9100.
Ecnun Tunom nHtepdeiica aenseTca "MopT KpMNToKOMMyTaTopa", no yMon4aHuIo yCTaHaBIMBAETCS 3HaYeHne
1500, KOTOpPOE N3MEeHATb He peKOMeHAYyeTCs
IP-apgpeca Cnucok IP-agpecoB nHtepdeica. Ang nobaBneHns HOBOro agpeca HaxkmuTte kKHonky "Job6asuts", ykaxunte IP-
npotokon (IPv4 nnun IPv6; IPv6 ncnonb3yeTcs TONbKO ANS BHELWHUX MHTepdencoB) 1 aanee BBeaANTe aapec u
Macky (npedukc ansa IPv6).
[Ons yananeHus BbibpaHHoro IP-agpeca ncnonb3yite KHoNKy "Yaanutb"

Ta6n.2 MNapameTtpbl VLAN-uHTepdeiica

MapameTtp OnucaHue
HasBaHue HanmeHoBaHue VLAN-uHTepdelica. NMpuceansaeTcs aBToMmaTuyecku (vlan0, vlani nt.4.)
Tvn Tun nHTepderica:
e He onpeneneH — nHTepdenc npeaHasHayvyeH Ans Kaknx-nnbo cneymanbHbiX 3agay.
e BHewHnn — nHtepdenc, NnoakYaemMblii K CETSM 06Lero nosib30BaHus.
e BHyTpeHHWN — nHTepdenc, NoakIYaeMbln K 3awwmwaemon cetn (ansa KLL).
e [opT kpunTokoMMmyTaTopa (ana KK)
AMNKLI "KoHTnHeHT". Bepcus 3.9 8
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MapameTtp OnucaHue
MTU MakcuMmanbHas eagMHMua Nnepeaaym gaHHblx (B 6anTax)
VLAN- NaeHTudunkaTop BUpTyanbHoi nokansHon cetn (VID). 3HadyeHMe napamMeTpa A0XXHO 6bITh B Npeaenax ot 1
naeHTudukaTop | o 4094
PoanTensckuin BbibepuTe B pacKpbIBaloLEMCS CMUCKE POANTENLCKUN
nHTepgdenc nHTepdelic
IP-agpeca Cnucok IP-agpecos nHtepderiica (oo 16). ins nobaBneHns HOBOro agpeca HaxMuTe kHonky "Jo6asutb",
ykaxwuTte IP-npoTtokon (IPv4 nnu IPv6; IPv6 ncnonb3yeTcs TONbKO ANS BHELWHUX UHTepdhencoB) n aanee
BBEAMTE agpec n macky (npedwkc ans IPv6).
Onsa ynaneHus BbibpaHHoro IP-agpeca ncnonb3yiite KHonky "Yaanute"
Perncrpauwns 3apaHue npaswaa perncTpaunmn cobbITU B XXypHanax. 3HaueHus:
® OnpeAenseTcs ceTeBbiM yCTPONCTBOM (NpaBMIo HacneAyeTcs U3 CBOWCTB CETEBOI0 YCTPOMCTBA);
e nepsble 64 6anTa;
e Teso naketa

Ta6n.3 MNapametpbl PPP-uHtepdeiica

MapameTtp OnucaHue
Ha3BaHue HanmeHoBaHue PPP-nHTepdeiica. NMpucsansaetcs aBTomatmyeckm (tun0, tunl n 1.4.)
Tvn Tun nHTepderica:
BHewHWn — nHTepdeinc, noakntoyaeMbl K CETAM 0bLero Nosb30BaHUs
MTU MakcumanbHas eauHuua nepefaym gaHHbix (B 6antax)

Pexum paboThbi

PPPoE (Mcxoasiwmin) nnm CDCE. MNone f4OCTYNHO, eciin ceTeBOE YCTPOWCTBO BbIBEAEHO U3
aKcnayataymm

IP-agpec

IP-agpec RAS-knneHTa 4519 NOAKIIOYEHUSA K CEPBEPY YAANEHHOro A0CTyna

Mmsa nonb3oBaTtens
napoJsib

, M5 nonb3oBaTens, 3aperMcTpMpoBaHHOro y npoealiaepa, n ero naposnb (Tonbko ansa pexvma PPPoE
(Ncxoasiwmnin))

Perucrpaums

3ajaHuve npaswuiia perucTpaunm cobbiTui B XXypHanax. 3HavyeHus:
e ornpeaensieTcsi CETeBbIM YCTPOMCTBOM (MPaBU/IO HaceAyeTCs U3 CBOMCTB CETEBOr0 YCTPONCTBA);
e nepsble 64 6aiTa;
e Tesio nakeTta

MM cepBuca

Nmsa cepBuca (Tonbko ans pexunma PPPoE (Mcxoaswmin))

WNHTepdenc

HasBaHue nHTepdeiica, Yyepes KOTOPbIN OCYLLECTBASETCS NOAKOYEHUE (TONbKO Ana pexuma PPPoE
(Mcxopsawmmn))

VLAN-uHtTepcencol

Komnnekc nogaepxuBaeT paboTy C BUpTyanbHbIMU NokanbHbiMK ceTaMn (VLAN).

BbizoB cnucka VLAN-uHTepcencos

VLAN-uHTepdelicbl oTobpaxatoTcst B 06LeM cnncke nHTepdencoB CETEBOro yCTPOICTBa.

Ons BbizoBa cnucka VLAN-uHTtepdeincos:

1. BbI30BUTE KOHTEKCTHOE MeHK 06beKkTa C MMEHEM CETEBOr0 YCTPOMCTBA, MapaMeTpbl KOToporo Tpebyercs mns-
MEHWUTb, N aKTUBMPYNTe KoMaHay "CsouncTea...".

Ha skpaHe nossuTCs OKHO "CBOMCTBa <CETEBOro ycTponcTea>".

2. Nepengute Ha

Bknaaky "UHtepdeincol".

B npaBoi yacTn okHa oTo6pasnTca CNMCoK MHTepPdENCcoB.
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PUIMYECKWE ¥ BMPTYaNEHBIE MHTEpDECH] Cospam
HazsaHue Tun Anpec/Macka MNapameTpel MTLU
Jteemd BHELHIA 111.2/24 1500
=€ ylan0 (ID=1) BHEWHWA 10.10.10.2/16 1500
Jleem BrewwHwiA 1500
fteem2 BrewHwiA 1500
3apeructpupoBaHHble VLAN- nHTepdeincol oTobpaxatTcs ¢ HasBaHumeMm vilanN, roe N — Homep, npwu-

CBauBAaEMbIV Npu perucTpaumm.

Peructpauusa HoBoro VLAN-uHTepdenca

Ana pernctpauynn HoBoro VLAN-uHtepdeiica:
1. B cnucke nHTepdencos HaxmumTe KHonky "Co3aate" u Bbibepute "VLAN".
Ha akpaHe nosButcs okHo "CBoictBa VLAN-uHTEpdelica".

Ceoicrea VLAN-uHTEpderca x

HazsaHwe
Tun |He onpeaensH - | MTU = 1500 =
YLAN npeHmMdgmaTop ]
PomuTenscimi S .
WHTEppeic
Pervctpauma CnpegenAeTca CETEERIM YCTPORCTEON ™
|IP-appeca
ec acKa

Anp M

HoBaenTs...

v

OnuncaHune napametpoB VLAN-uHTepdeinca npuseseHo Ha cTp. 8.
2. YKaxwuTe 3HayeHus napameTpoB VLAN-uHtepdeiica n Haxmute kHonky "OK".
VLAN-nHTepdenc nossmntca B obwemM cnmcke MHTepdencoB CeTeEBOro yCTPOMNCTBA.

PenaktupoBaHue napametpoB VLAN-uHTepdenca

Ona pegakTupoBaHusa NapaMeTpoB:
1. BbibepuTe HYXHYIO 3annUCb B CMIMCKE MHTEPMENCOB N HAXMUTE KHOMNKY "3MeHuTb".
Ha akpaHe nossutcs okHo "CeoictBa VLAN-nHTEpdelica".
2. BHecuTe Heob6XxoAMMbIE UBMEHEHMS N HaxXMUTe kKHonKy "OK". OnucaHne napaMeTpoB NpMBEAEHO Ha CTp. 8.

AMNKL "KoHTuHeHT". Bepcusa 3.9 1 0
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Ynanenune VLAN-unTepdenca

AOna ypaneuusa VLAN-uHtepdeiica:
e Bbibepute ygansemyio 3anncb B Cnmcke nHTepderncosB n HaxmMuTe KHonNky "Yaanute".

VLAN-uHTepdenchbl Ha KpUNTOKOMMyTaTOpe

VLAN-uHTepdencol Ha KK ncnonb3yrtcsa ana obmeHa TerMpoBaHHbiM TpadunKOM C yCcTporicTBamMun, paboTtatowmmm
no L2 n pacnonoxeHHbiMn Mexay KK 1 KOHeYHbIMW yCTponcTBaMum (KOMMyTaTtopaMn C TpaHKOBbIMM nopTamu, 06-
paleHHbIMW B CTOPOHY KpUMTOKOMMYyTaTopa). MNpu 3ToM ncnonb3dyeTtcs MyHKUMSA nepeHanpasieHus Tpadpuka us
oaHor VLAN B apyryto (vlan mapping).

Ecnu TpaHKOBbIN NOPT OT KOMMYyTaTopa MOAKAOYEH K (PU3NYECKOMY MHTepdency KpunToKOMMyTaTtopa C TUMOM
"MopT kKpunNnTOKOMMYyTaTOpa", NOCTYNMBLUNI Kaap cpasy "obopaumnsaetcs” B UDP. UcxoaHbili Ter B Kaape B AaHHOM
CNy4ae HUKak He MmoanduumpyeTcs.

Ecnn TpaHKOBbIM NOPT OT KOMMyTaTOpa MOAK/OYEH K (PU3NYECKOMY poAUTENIbCKOMY MHTepdency ¢ Tunom "He
onpegeneH" M Ha AaHHOM dusnyeckom mHTepderice cozgaH VLAN-uHTepdenc ¢ Tmnom npmesasku "Mopt Kpun-
TOKOMMYyTaTopa", c MOCTyNMBLLEro Kagpa CHMMaeTcsa MeTka vlan. [lanee kagp nepenaeTcs nNo TyHHeN0. 3aTeM Ha
aHanornyHoM BbIXOAHOM MHTepdeice B kaap Aobasnsaetca meTka Tor VLAN, KOTOpas ykasaHa Ha BUPTyasibHOM MH-
Tepderice NnapHoOro ycTpomncTea.

BHumanue!
Ecnun Ha kpunTOKOMMYyTaTOpE NOKANbHO BKMKOYEH pexnm Jumbo frame Ha noptax kommyTauuu, a B kavectse nopta KK ncnonbayetcst VLAN-uH-
Tepderic, He0bXOAMMO BPYUHYI0 BbICTaBNATL 3Ha4eHue MTU Ha poauTensckom uHTepdence.

AnbtepHaTtuBHble agpeca KLU n KK

Mpw HepocTynHocTn KLU nnn KK ceTeBble yCTpoOMCTBa KOMMIEKCa MOryT NEPEK/TIOUYNTLCA Ha pe3epBHbI KaHan CBs-
3n. Ana aToro Heo6xoAMMo 3apaHee 3a4aTtb anbTepHaTuBHbIN IP-agpec atoro KW nnum KK.

Takxxe 3TOT NapaMeTp HeobX0AMM AN KOPPEKTHOM npoueaypbl 3aMeHbl IP-agpeca BHelwHero HTepdeiica LIYC.

Ana Ha3Ha4vYeHUA anbTepHaTUBHOIO agpeca:

1. BbizoBute MeHio ceoiicTB KLU nnm KK n nepengnTte Ha Bkiagky "AnbTepHaTuMBHbIe agpeca”.

CeoiicTea kprnTownosa - KLU ¢ LYCom

JBwWwKe ceegeHns

Crcok ansTepHaTMBHLE: 34PECOs
WHTepdefichl

IP agpec

¥npagneHKe Qo5
DHCP
AypHans
MapwpyTuzaLma
Bulti-WAN
DMS
Ceasun
AnNbTEpHATWEHBIE 3Jpeca JoGasuts...

2. CdhopMupyiTe CNNCOK anbTePHATUBHbLIX aapecoB. [ 3TOro ncnonb3ymnTe KHomnku "obasuTb...
n "Ypanute". 3aTeM HaxXMnTe KHoMnky "MNpuMeHnTb".

, "NameHuTb..."

Mpwv BBOAE anbTEPHATUBHOIO agpeca ykaxute npotokon (IPv4 nnu IPv6).
CucTeMa NpUCTYNUT K CKPbITOWM pacchl/ike albTEPHATUBHbLIX a4 pecoB Ha CETEBbIE YCTPOMCTBA KOMMIEKCa.
3. Haxmunte kHonKy "3akpbITb".

3ameHa IP-agpeca BHewwHero uxtepdenca LIYC

Ons 3amenbl IP-agpeca LIYC:

1. HasHaubTe anbTepHaTMBHbIN agpec LIYC (cM. Bbiwe).

2. Bbi30BUTe Ha 3kpaH MeHo cesoncTs KL ¢ LIYC 1 nepenaunTte Ha BKIaaky "VHTepdencol”.

3. Bbibepute nHtepdeliic, IP-agpec kotoporo TpebyeTcs 3aMeHUTb, U HAXMUTE KHOMKY "N3MeHuTb...".
Ha akpaHe nosiBuTcs okHO "CBoNcTBa dusmyeckoro nHtepdeinca”.

AMNKL "KoHTuHeHT". Bepcusa 3.9 1 1
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4. Tpuseante cnucok IP-agpecos B Tpebyemoe cocTosiHWe, UCNonb3ysa KHonku "dobasutb...", "M3MeHUTb..." 1
"YpanuTtb", n HaxmuTte KHonky "OK".

N3MeHeHMsa B agpecaunn Ha BbiIbpaHHOM MHTepdeince cpasy BCTYNAT B CUAY.
5. [ns 3aBeplueHns HacTporKM HaxmMuTe KHonky "OK".

Hactponka o6teanHeHns nHtrepdencon

[ns noBbllWEHUST HAaAEXHOCTM U NPOMYCKHOM CNOCOBHOCTN KaHana uenecoobpasHo 06beANHUTb HECKONbKO (u-
3nyecknx nHTepdencos B oamH norndyeckmin (LAG - Link Aggregation Group).

AMNKL "KoHTuHeHT". Bepcusa 3.9 1 2
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Tekylas peanvsaunsa NnoagaepXxunBaeT crieayrowme pexmnmbl obbeamHeHns nHTepdencos (arperaumn):

e Failover;
e Round-Robin;
e 802.3ad.

Ans HacTpoku arperaunm nHtTepdeincos:

1. Ha Bknagke "UHTepdencol" (CM. cTp. 7) HaxxMuTe KHonky "Co3gaTe" 1 Boibepute TN nHtepderica "LAGG".
MosBNTCA OKHO HaCTPOMKM arperaunn nHTep@ercos.

CEOMCTEA LAGG-HHTepdeiica

HazsaHue
Tun He onpeaenéH = | MTU | 1500 =
Pervuctpawsa OnpeaenAeTcA CETEBEIM YCTPORCTBOM ~
|IP-agpeca
Anpec Macka
LoBaeuTs....
CeofioaHsle MHTEpBERCE
em2
em3
Pexaamel arperaiyn use_flowid
Failover lacp _fast_timeout
802.3ad Anropumv hash-policy
L2H3H4 -
Ovms
BHumanue!

OkHo HaCTpOI7IKM ANA KPUNTOKOMMYyTaTOopa C KpUNToyCcKoputTenem nmeet cne,qyrou.\mﬁ Bua:

AMNKLI "KoHTnHeHT". Bepcus 3.9
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CeoiicTea LAGG-1nHTepdeiica

HaseaHwe

Tun

|P-appeca

Agpec
33330

OofaenTe...

igh
igh1
igh2
igh3
igh4
igh5
ight
igh7
]

Pexragl arperaimn

802.3ad
TLB

CeoboaHbIe MHTEpDhefch!

lagg2

-

BHEWHWA - MTU 1500

Macka

- cal
cal

AnropwTm hash-policy

SAENTHEHEIR -

L2
aAanTHBEHBIA

Crecra

2. 3apaliTe 3HauYeHUs NapaMeTpoB:

MapameTtp

OnucaxHue

HassaHue

HanmeHoBaHue LAGG-uHTepdeiica. NMpuceansaetcs aBTomaTudeckn (laggo, laggl nt.4.)

Tun

Tun nHTepderica:

e BHewHun — nHtepdenc, NoakYaemMblii K CETSIM 06Lero nosib30BaHus.

e BHyTpeHHWI — nHTepdenc, NoOAKIYaAEMbIN K 3awmiiaemon cetm (Tonbko ans KLl).

¢ SPAN — nHTepdenc ansa noaknoveHns MAK ¢ ycTaHOBNEHHOW Ha HEM CMCTEMOWN aHanusa Tpaduvka
(Tonbko gnsa KW n KK).

e YnpasneHue (Tonbko ana JA) — nutepdeiic ans cessm c LYC.

e MOHUTOPUHT (ToNbKO Ansa [JA) — nHTepdenc , NoaKI0YaeMbll K Span-nopTy A8 aHannsa 3epKanbHOro
Tpadwmka.

¢ [MopT kpunTOoKOMMyTaTopa (Tonbko ana KK) — nHtepdenc, ncnonb3yemoln B COCTaBe BUPTYyanbHOro
KOMMYyTaTOpa 419 CO34aHUs KpunTorpadunyeckon KOMMYTUPYEMOL CETU.

e He onpeneneH — nHTepdeic npm paboTe ceTeBOro yCTpoOMCTBa He UCMoJb3yeTcs

MTU

MakcumanbHas eanHULA nepeaaym AaHHbIX (B 6anTax). [lonycTuMble 3HaYeHns:

e ansa KW (BHyTpeHHMe n BHewHWe nHtepdencol) 576-9000;

e ansa KK (BHewHunn nutepdeinc) 576-9100.
Ecnu Tvnom nHtepderica aensgetcs "nopt KpMNTOKOMMYyTaTopa", Mo yMONYaHUIO YCTaHaBINBAETCS
3HauyeHune 1500, KOTopoe N3MEHATb HE PEKOMEHAYeTCS

Perncrpaums

3aflaHue npaBuia perncrpaumm cobbiTUiA B XXypHanax. 3HayeHus:
e onpeaensieTcsi ceTeBbIM YCTPONCTBOM (MpaBusIo HacleayeTcs U3 CBOMCTB CETEBOrO YCTPOWCTBA);
e rnepBble 64 6anTa;
e TEeso Nnaketa

IP-appeca

Cnucok IP-agpecoB nHtepgeiica. Ana gobaBneHns HOBOro agpeca HaxmuTe KHonky "JobaBuTe", ykaxuTte
Bepcuto IP-npotokona (IPv6 ncnonbayeTtcsi TONbKO ANs BHEWHUX MHTepdencoB) 1 ganee BBeanTe agpec 1
Macky (npedukc ansa IPv6).

Onsa ynaneHns BbibpaHHoro IP-agpeca ncnonb3yite KHonky "Yaanute"

3. CdopmMupyiTe CNMCOK arpernpyembix MHTEPHENCOB M3 cnrcKa CBOH6OAHbIX PU3NYECcKMX MHTepdencos (C TMNOM

"He onpegenen"), ncnonb3ys KHoNku gobaBneHns IZI v yaaneHus MHTepdenca.

AMNKL "KoHTuHeHT". Bepcusa 3.9 14
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Mpumeyannue.

*  Ouanyeckne nHTepdeiicol, Ha 0CHOBE KOTOPbIX CCHOPMUPOBaHLI ornyeckne nHTepdelicel VLAN, HEQOCTYMHbI 4711 BCEX PEXUMOB arpe-
rayum.

* Hactpoitku pusmnyeckux uHtepdencos, sobasnsembix B LAGG-uHTepdenc, byayT cOpoLueHbl.

¢ [propuTET arperypyembix MHTEPMENCOB OnpeaenseTcs nopsiakom nx sobaenenuns B coctaB LAGG-uHTepdeiica.

4. Bblbepute pexum arperauum. B cnydae Bbibopa 802.3ad BbibepuTe pexmMm X3WMPOBAHWUA U MpU Heob-
XOANMOCTU AOMNONHUTENbHbIE OMUNUK.

Pexxum OnucaHue

Failover MNMepepaya Tpadmka ocyLecTBNseTCa Yepe3 uHTepdenc C HaMBbICLUMM NPUOPUTETOM (aKTUBHbIN), OCTaNbHble
MHTEepdencCbl UrpatT posib pe3epBHbIX. [pu BbIXoAe akTUBHOIo MHTepdenca ns ctpos Tpadurk aBTo-
MaTM4eCcKun CTaHeT nepeaaBaTbCcsl Yepe3 paboTocnocobHbIN pe3epBHbIV MHTepdENC C HanBbICLIMM NpU-
opuTeToM. Npn BoCcCTaHOBNAEHUN paboToCnocobHOCTU MHTepdelica C HauBbICLLMM MPUOPUTETOM Tpaduk
aBTOMaTM4eCKM CTaHeT NepefaBaTbCs Yepes Hero

Mo npo- Arperauuns no npotokony LACP. Beibop nHTepdeinca npoucxoamT no cneumanbHon popmyne, B 3aBUMCUMOCTH
TOKONY OT BbI6PaHHOro pexunma X3LW1poBaHNS:

LACP e L2 — yyeT MAC-agpecoB NCTOYHMKA W Ha3HayeHus Tpaduka;

(802.3ad) e L3 — yuer IP-agpecoB NCTOYHUKA M Ha3HavyeHns Tpaduka

(0bblyHO Ucnonb3lyeTcs BMecTe € L2);
e |4 — yyeT HOMEpPOB NOPTOB UCTOYHMUKA M Ha3Ha4vyeHus Tpadurka
(06bI4HO Ucnonb3yeTcs BMecTe ¢ L3).
[ns KpMNTOKOMMyTaToOpa C KpMNTOYCKOPUTENEM AOCTYMHbI TONbKO ABa BapuaHTta: L2 n aganTusHbIN

TLB TonbKo ANS KPUNTOKOMMYTATOpa C KPUNTOYCKOpUTENEM. PexxuM afanTuBHOW 6anaHCMPOBKU HarpysKku
nepeaaun. [loCcTynHbl ABa BapuaHTa: L2 v aganTuBHbIi

Onums use_ | BkitoueHne nokanbHOro Bbl4MceHnsa Xaw-dbyHkumm ansa RSS-xawa Ha

flowid MHTepderice
Onumns ABTOMaTuyeckas nepeHacTponka 3HayeHus napamerpa timeout Ha 1 cekyHAay (6bICTpbIN TaiM-ayT) AN
lacp_fast_ | nepepaun naketos BPDU
timeout
Mpumeyanme.
B cnyyae arperaumm no npotokony LACP Heobxoauma COOTBETCTBYHOLLAA HACTPOiika 06OpyAOBaHNs Ha [PYroM KOHLE arperMpoBaHHOro ka-
Hana CBA3N.

5. HaxmwuTte "OK".

Co3aaHHbIN NOrnMYecknin nHTepderc NOSBUTCS B CMNCKE NHTepdencos.

OcobeHHOCTHU arperauumn uHTepchencoB B Knactepe

B dyHKUMOHMpYIOLEM knacTepe nocne gobasneHns (MM MU3MEHEHMS COCTaBa CyLLEeCTBYIOLEro) arpermpoBaHHoOro
UHTepderica, a Takxke MNocCne ydaneHus arperMpoBaHHOro uHtepdenca (UM yMeHbLUEHUS KONuyecTBa MH-
Tepdencos, BXOASALWMX B COCTaB arperMpoBaHHOro nHtepderica) Heo6xoaAnMMo BbINONHUTL CneaytoLlee:

1. BbIK/OUYMTb pe3epBHbIN y3en.
2. [lepesarpy3uTb OCHOBHOW y3en.
3. BkHOUMTb pe3epBHbIN y3en.

MogemHoe nogkntoveHne u nogaepxka PPPoE

MNMoakniouyeHne ceTeBOro yCTPOMCTBA C MOMOLLBID MOAEMa BO3MOXHO TOMbKO K BHeLlHeln ceTu. B kayectBe npo-
TOKONa ayTeHTUdUKaunm ncnosnbdyetcsa npotokon CHAP. MpoTokonsl MS-PAP 1 MS-CHAP He noaaepxuBaroTcs.

MoanepxuBaetcs pabota ¢ mogemamm Huawei E3372 (Bepcmsa npowwmBkn — 22.323.01.00.143) uv ZTE MF823D
(Bepcus npowmnBkn — APP_IN_VERSION=PCW_COMRUSMF823DV1.0.0B01).

[Nob6aBneHune nnu yaaneHne PPP-uHTepdelica, a Takxe nameHeHue napametpa "Pexum paboTbl" BO3MOXHO TOJIbKO
B TOM C/ly4yae, ec/in CeTeBoe YCTPOWCTBO BbIBEAEHO M3 3KcnyaTaumn. MNocne naMmeHeHus pexunma pabotbl Heob-
XOANMO BbINOSHUTb MHULMANN3aLNI0 CETEBOMO YCTPOMNCTBA.

Mpw nokanbHOM HACTPOMKe MOAEMHOr0 NOAK/OUYEHUS pe3y/bTaTbl B MporpaMme ynpasfeHus He oTobpaxkatoTcs.

Mpu pernctpaumm 3G-mMoaemMa yKkaxuTe ansa napamerpa "Pexum pabotbl” 3HaueHume "Dialup (Mcxopawmn)®. Octans-
Hble NapaMeTpbl HACTPOMKN MoAeMa He06X0aMMO NONYUUTL Y NpoBaaepa.

AMNKL "KoHTuHeHT". Bepcusa 3.9 1 5
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BHumanme!
Mpu noakntoyerun KW ¢ LIYC k BHelwHeit ceTn yepes PPP-uHTepdeic Heobxoaumo nponucaTh BbiaaHHbli RAS-cepeepom IP-aapec B anb-
TepHaTtuBHble agpeca KL ¢ LIYC (cm. ctp. 11).

Mpumeyanme.
[ins ycTaHOBKM NapHOM CBSI31 CETEBbIX YCTPOWCTB C AMHAMUYECKUMM BHELIHUMK IP-agpecammu Heobxoaumo nponucars IP-agpeca, nonyvaemble npu
BbIXOZ€e B CETb, B anbTePHATUBHbIE agpeca CETeBbIX YCTPOICTB (CM. CTp. 11).

MopkntovyeHne moaema Huawei E3372

B naHHOM noapa3saene NpuBOANTCS ONMCAaHUE HAaCTPOeK, KOTOpble A0IKHbI 6bITb BbIMOSIHEHBI MPU UCMOJIb30BaHUMN
moaema Huawei E3372.

BHumanme!

*  Mopgem Huawei E3372 paboTaeT TOMbKO € KpUnTOLLt03aMu Bepcin 3.7.6 1 BbiLLe.
o [logkntouermne mogema k KLU ¢ LIYC He npeaycmoTpeHo.

¢ [loakmnio4eHue 1 OTKMHOYEHNE MOAEMA BBINOMHSIOT TOMBKO Npu BbikntoueHHOM KLL.

Hwxe npmnBeaeH obwmini NopsaaoK NoAKAOYEHUS MOAEMa M HAaCTPOMKM CETEBOIro YCTpoNcTBa. Mpeanonaraercs, 4to
ceTeBOe YCTPOWCTBO, K KOTOPOMY AO/KEH ObiTb MOAKMNIOUYEH MOAEM, HE MpouHMUManM3nposaHo. Mopsaok noa-
K/IIOUEHNS 1 HAaCTPOMKKU AN NPONHULMANN3NPOBAHHOIO CETEBOrO YCTPONCTBA NPUBEAEH B KOHLE nogpa3aena.
[Ana noaknoUYeHUs MOAEeMa U HaCTPOMKM CEeTeBOro yCTpoicTBa:

1. 3apeructpupyiite ceteBoe ycTpowncTtsa B Y LIYC, ecnu o 3Toro oHo He 6b1510 3apernctpupoaHo (cm. [2]).

2. BbikntouunTe ceTeBoe YCTPOWUCTBO M noacoeanHuTe kK USB-pasbeMy MoaeM.

3. B Y LYC BbibepuTe B CNMNCKE CETEBOE YCTPOMCTBO C NOAKJIIOYEHHBbIM MOAEMOM, BbI30BUTE KOHTEKCTHOE MEHIO U
BblbepuTe nyHKT "CBOMCTBa...".

Ha skpaHe nosBMTCSH OKHO CBOMCTB CETEBOr0 YCTPONCTBA.

4. lNepenaunTe Ha BkNaaky "NHTepdencol" n Haxmute kHonky "Cosaath | PPP".
Ha skpaHe nossuTtcs okHo "CsolicTtBa PPP-uHTepdeinca".

5. B none "Pexum paboTtbl" ykaxute CDCE, BbibpaB ero n3 packpblBatoLLErocsi Cnmcka.
Mone "IP-apgpec" aBTOMaTUYECKW 3aNOAHUTCS 3HaYeHeM 192.168.8.100.

PPP nHTEp G EAC b4

Hassahwe

Tun MTU | 1500 i
Pexaam paboTel CDCE -

s 192 . 168 . 8§ . 100

Pervctpawaa OnpeasnAeTCA CETEBRIM YCTPONCTEOM ™

oo

6. Haxmute kHonky "OK".
OkHo "PPP-uHTepdenc" 3akpoeTcs.

AMNKL "KoHTuHeHT". Bepcusa 3.9 1 6
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7. 3apanTe Ans ceTeBoro yCTpoMCTBa C MOAEMOM MapLIpyT MO yMOn4YaHuio. 118 3TOro B OKHe CBOWCTB CeTeBoro
yCTpONCTBa nepenante Ha BKnaaky "Mapwpytusaumnsa” n HaxmuTe KHonky "Jobasutb".

Ha akpaHe nosiBuTCSa okHO "BBOA aapeca".
8. YKaxuTe 3HauyeHus NapaMeTpoB:

MapameTtp 3HaueHue

Aapec 0.0.0.0

Macka 0

Cnepytowmnin ysen 192.168.8.1
Mpumeyanmue.

Ecnu mapupyT ¢ Takum IP-agpecoM yxe CyLiecToBarl, NpeasapuTensHo YaanuTe ero.

HaxmuTte kHonky "OK".
OkHo "BBopg agpeca" 3akpoeTcsi, n B CNUCKe NosBUTCSA A06aBNEHHbIA MapLIpyT N0 YMOYaHUIO.
9. 3anuwute KOHOUrypaumio N KOMMJIEKT KJlo4el CeTeBOoro ycTporcTaa Ha USB-dnew-Hakonutens (cM. [2]).

10. Bknounte ceTeBoe YCTPOWCTBO C MOAEMOM U CpeacCTBaMu JIOKANbHOrO ynpassfieHUst BbIMOJHUTE €ro WHWu-
unanusaumio (cM. [2]). Mpu BINOHEHUM NHULUMANN3ALMN CETEBOIO YCTPOMCTBA 3arpy3mte KOHMOUrypaumio m
KOMIJIEKT KJTHOYEN, COXpaHeHHble Ha USB-dnew-HakonuTene.

11.Ha Bknaake "Obuwme cBeaeHns" OKHa CBOMCTB CETEBOrO YCTPONCTBA YCTaHOBUTE OTMETKY B nose "BeeaeH B 3KC-
nnyatauuio". HaxmuTte kHonky "MpumMeHnTb".
[Ana noaknouYeHUs MoAeMa K paHee NPOUHULMANIN3MPOBaHHOMY CETEBOMY YCTPOMCTBY:

1. Ha Bknaake "O6uwune cBeaeHus" CBOMWCTB CETEBOro YCTPOMWCTBa yaanuTe OTMETKY M3 nons "BeeaeH B 3aKkc-
nayaTtauu”, ecnm oHa 6bina yctaHoBneHa. Haxmute kHonky "MpumeHnTb". MNpn 3TOM OCYLLECTBUTCS pa3pbiB
ynpasnstouwero coeamHeHnst LIYC c ceTeBbIM YCTPOIACTBOM.

2. Nepengute Ha Bknaaky "NMHtepdericol" n gobasbTe PPP- nHTepdenc c pexmmom pabotel CDCE (cM. Bbilwe).

3. BepHuTech Ha Bknaaky "Obwue ceBeaeHns" n yctaHoBUTE OTMETKY B Nosie "BBeaeH B akcnnyaTauumio”. HaxMmure
KHonky "MpuMenHunTL".

4. CoxpaHuTte KOHMUrypaumio ceTeBoro ycrtpomcrea Ha USB-dnew-Hakonutene (cm. [2] ).
5. BbIk/lOUNTE CETEBOE YCTPOMNCTBO M noacoeanHuTe k USB-pa3zbemMy moaem.

6. BknwouuTe ceteBoe yCTPOWCTBO, MepenauTe K pexmMmy HacTPOMKWM CETEBOro YCTPOMCTBaA M B MeHK "YnpaB-
neHune" BbINOSHUTE 3arpy3Ky KOHdUrypaumm, coxpaHeHHor Ha USB-dnew-Hakonutene (cMm. [2]).

MopknioyeHue u HacTponka 3G-moaema

MoakntoyeHne 3G-Moaema npeanonaraet mcnonb3osaHue KW ana napHor cBsasu ¢ KL, ycTaHOBNEHHbIM B ro-
JIOBHOM MK LleHTpanbHOM oduce n nmerowmm 6enbiin ctatmyeckuin agpec. lNMpun 3ToM CKOPOCTb Nepeaayn AaHHbIX U
KayeCTBO CBSI3W B 3HAUYUTE/IbHOW CTENeHW 3aBUCAT OT TakumX (aKkTopoB, Kak MOLWHOCTb paanmocurHana, yaga-
JIeHHOCTb OT 6a30BOW CTaHUWUK, MOMEXU, CO34aBaeMble NPOMbILIeHHbIM 060opyaoBaHmeM, 1 np.

BHumanue!
B MYy LYC KL ¢ 3G-mogemom moryT oTobpaxatses kak "KL 3a symmetric-NAT". Cospatb napHble cBsau mexay Takumu KLU Henbas.

Janee npuseneHbl npuMepbl nogkntoveHus Kk KW 3G-moaema B 3aBUCMMOCTU OT COCTOSIHUS KPUATOLLKO3a U YC0-
BWUI ero paboThl.

PaccmaTtpuBatoTcs ABa BapuaHTa:

BapwmaHT 1. KLU BBeaeH B akcnnyataumio u B MY LIYC B cnucke otobpaxaeTtcs co ctaTycom "BkntodeH".

BapuaHT 2. KL 3apernctpuposaH B MY LYC, HO He nponHULMaANnU3MpoBaH U He BBeAEH B 3KCnayaTauuto. B MY
LLYC KLU oTtob6paxkaeTcs co ctaTycoM "Bbiktoyer".

Ansa noaknaovyeHUst U HacTpolikn 3G-moaema (BapuvaHT 1):

1. Bbi3oBuTe okHO cBolicTB KLU, cHUMMTE O0TMeTKY B nose "BBeaeH B aKCnayaTauut" n HaxmmTe KHomky "Mpu-
MeHUTL".

2. [eperiante Ha BkNaaky "MHTepdeincol”, co3parite HOBbIM PPP-uHTepdenc (cM. cTp. 7).
Ha akpaHe nosiBUTCSA OKHO HacTpoek PPP-uHtepderica.
3. B none "Pexwnm paboTbl" BbibepuTe U3 pacKkpbiBaloLLerocs cnmcka 3HadyeHme "PPPoE (Mcxoasawmin)®.
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B nonax "Mmsa nonb3osaTtena” n "Maponb" ykaxuTte 3Ha4eHus, npefocTaB/ieHHble NpOBangepoM.
3anonHnTe ocTtanbHble NapamMeTpbl PPP-nuHTepdeinca (cM. cTp. 9) n HaxmuTte KHonky "OK".

MepenauTte Ha Bkiaaky "Obwue ceBeaeHns", ycTaHOBUTE OTMETKY B Nosie "BBeaeH B aKcnayaTauumo” n HaxmuTe
KHOMKY "MpuMeHunTL".

MoakntounTte 3G-MmoaeM Kk USB-nopTty KLU.
Mepesarpysute KW cpeactsamu MY LYC nnu cpeactsaMm noKanbHOro ynpasneHus (cm. [3]).

Onsa noaknovyeHust 1 HacTpoiikmn 3G-moaema (BapuvaHT 2):

1.
2.
3.

BbinonHute nn. 1-5 npoueaypbl BapuaHta 1 (CM. Bbiwe).
3annwute KoHdurypaumio KL Ha BHEWHNI HOCUTENb.

BbinonHuTe nokanbHoO mMHuumanusaumo KL (cm. [2]). Mpun BbinONHEHMM npoueaypbl MHULMANU3ALUN UC-
NoNb3yNTe BHELWHWIA HOCUTENDb C KOHdUIypauunen, 3anncaHHom Npu BbINOAHEHUM M. 2.

Mocne 3aBepweHns npoueaypbl MHULMAAN3aLNUM OTKIOUYMTE BHELWHWUA HOCUTENb M nogknounte 3G-MoaeMm K
USB-nopTty KLL.

B MY LYC Bbi3oBuTe okHO cBorcTB KLU, ycTaHOBUTE OTMETKY B nosie "BBedeH B aKcnayaTauuio" M Haxmute
KHonky "OK".

lNokanbHaa HacTporka MmogemHoro noaknoyeHus Kl

[aHHy0 npoueaypy BbINOMHAKOT 475 IMKBMAALMN HELUTATHOW CUTyauum, Koraa nocsne HacTpomku MoAEeMHOro noa-
KJIIOYEHNSA CpeacTBaMU LLEHTPANM30BAHHOMO yrpasaeHus cBasb Mmexay LUYC n KL ycTaHOBUTL He yaanocs.

MpenBapuTenbHO cneayeT HAaCTPOUTb MOAEMHOE NMoAK/IoYeHWe LUeHTpanun3oBaHHo B MY LIYC (cm. cTp. 17).

MognemHoe nogktoveHne He npegycMmoTtpeHo ana UYC mn KW ¢ ycTaHOBNEHHBLIM CepBEPOM A0CTYNa.

Ana HacTpoiikn pexxuma PPPoE:

1.

MepeianTe K MEHIO NOoKasbHOM HAaCTPOMKKN NapaMeTpoB CETEBOro ycTpolicTea (cM. cTp. 58).

1: Coxpanenme xoHOMIypaym

Barpyska kxoHOMrypamum

sMeHeHme agmpeca axTmeBHOro ILYC

HacTpoika PPPOE-coeamMHeHun

HacTpoika umbppoBanms

HacTporka d¢parMeHTaumm

HacTpoyika KOMMYTaLMu

HacTpoiika OTJIaJoOYHOI'O XypHana

9: HacTpoMka JoCTyna ygnajleHHOI'O TepMMHaja

10: HacTporka pexmMa perpaHciaaTopa DHCP (replace)
11: Bmkiwouenme Agent relay information (onmumm 82) ma DHCP-peTpaHcasiTOpe
12: YcravoBuTE IO KPpMOTOYCKOPUTEJS

0: Bmxogx

BeibepuTe nyHKT MeH0 (0 - 12):

o JoyUdWNDN

BeeauTe B CTpoKke BBOAA HOMep KoMaHAbl "HacTponka PPPoE-coeanHeHnin" n HaxxmnTe knasuwy <Enter>.
Ha skpaHe nosasuTcs coobuieHune:

Banan pexmm PPPOE

HocTynHele MHTepbdercr: <nepedeHb MHTepdercor>

HasBaHme mHTepderica, uUepes KOTOPHII OCYIECTBISIETCH NOAKIIYEHME :
BBeanTe Ha3zBaHWe nHTepderica n HaxmuTte knasmwy <Enter>.

Ha skpaHe nosasuTcs coobuieHune:

WMt cepBuca (nmycToe - mob6on) :

Ecnun HeobxoanMo, BBEAMTE NMS CEPBUCA U HaxXMUTe kKnasuwy <Enter>.

Ha skpaHe nosasuTcs coobuieHune:

ViMs1 moJsib30BaTEeJISA :

BeeauTe Mg Nosib30BaTeNd U HAXMUTE Knasuwy <Enter>.

Ha skpaHe nosasutcsi coobLieHue:
Ilaposns :

AMNKL "KoHTuHeHT". Bepcusa 3.9 1 8
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6. BeeauTe naposb M HaxXxmMuTe knasuwy <Enter>.
Ha skpaHe nosaBuTCA MEHIO YNpaB/ieHUs.
7. TllepenpuTte K HAaCTpOWMKe crieaytoLero napameTpa uin BblInaUTe U3 MEHIO.

AMNKL "KoHTuHeHT". Bepcusa 3.9 1 9
PykoBoacTtBo agMuHuUcTpatopa. Ceresble (pyHKLUUMN



© KOMMAHWA "KOL BE3OMNACHOCTN"

N3meHeHMe agpeca nogkntoyveHus K LUYC
ﬂ,aHHaﬂ npoueanypa BbINOJIHAETCA CpeACTBAMU JIOKANbHONO ynpaBneHuna ana nnkenaauumu HewTaTHOM CUTyauuu,
Koraga no Kakum-nnbo NnpnynHaM CBA3b MeXay CETEBbIM YCTpOﬁCTBOM n Ll,yc YCTaHOBUTb HE yaanocCb.

MNpeaBapuTenbHO HEO6XO0AMMO 3afaTb afpec CeTeBOro yCTPOMCTBa LIEHTPasM30BaHHO B NMporpaMmme yrnpasJfieHus
LYC (cm. cTp. 11).
MN3MeHeHMe BHeLWHero agpeca BO3MOXHO TOJIbKO NPU OTK/TIOYEHHOM peXuMe ANHaMUYECKON MapLupyTusaumm.

Ons naMeHeHuns agpeca noaknroueHms k LYC:

1. lMepeianTe K MEHIO IOKANIbHOM HAaCTPOMKM NapaMeTpPoOB CETEBOI0 YCTPoMcTBa (cM. cTp. 58).

2. BeawuTe B CTPOKe BBOAA HOMep KoMaHAbl "MI3MeHeHune agpeca aktneHoro LIYC" n HaxmuTe knasuwy <Enter>.
Ha akpaHe nosBUTCs 3anpoc Ha BBoA HoBoro IP-agpeca LYC.

3. Beeaute IP-agpec LYC n HaxxmuTe knasuwy <Enter>.
Ha skpaHe nosaBMTCSA MEHI0 ynpaB/ieHus.

4. BseauTe B CTPpOKe BBOAA HOMep KOMaHAbl "Bbixoa" n HaxmuTe knasuwy <Enter>, uytobbl 3aBepwnTb Npo-
ueanypy.
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[ naBa 2
YnpaBneHue pexxumamum paboTbl CeTeBOoro
yCTpOMCTBA

HacTtponka Multi-WAN

[aHHble HacTpOWMKM NpeaoCTaBNSOT BO3MOXHOCTb CKOH(UIypupoBaTb CETb MPU OAHOBPEMEHHOM MOAKIOYEHUNU
KLU nnm KK K HeckonbkuM BHELWHNM ceTaM. NmetoTcs cneayowme pexnmbl Multi-WAN:

e nepegava Tpadurka B COOTBETCTBMU C Tabnmuen mapLupyTusaumm;

e obecrneyeHne 0TKa30yCTOMUYMBOCTWN KaHana CBA3N;

e 6HanaHcupoBka Tpaduka Mmexay BHewHUMU nutepdencammn KW nnam KK.

HacTpoiiky peXxuMoB 1 KaHanoB BbINOJIHAOT Ha Bkiaake "Multi-WAN" okHa CBOWCTB CETEBOro YCTPOWCTBA.

Mpumeyanme.
[Ins ceTeBOro yCTPOICTBA C BKMIOYEHHBIM PEXIMOM AMHAMUYECKOI MapLUPYTU3aLmMK AaHHas (hyHKLNS He MOAEPXMBaeTCs.

HacTtponka pexuma Multi-WAN

MNMepeyeHb BHELWHMX KaHaNoB CBA3M (POpPMUPYIOT Ha BKkaake "Multi-WAN" okHa CBOMCTB ceTeBOro ycrpomcrea. Ha
3TOM BKkNaake BbI6GMPAtOT HYXHbIM pexuM Multi-WAN, oT 3TOro 3aBuUcCAT npoyme nons HacTpoek. Pexunm no ymon-
yaHuio — "Mepepaya Tpadumka B COOTBETCTBUM C Tabnuuen mappyTtusayum”.

Ons dopMMpoBaHMA NepeyHs KaHa/oB CBA3U M Bbl6opa pexxumMa:

1. B OKHe CBOWNCTB CeTeBOro ycTporncrea Bbibepute Bknagky "Multi-WAN".

B npaBoin yactn okHa oTtobpasaTtcsa HacTporikm Multi-WAN: HanMeHoBaHWe pexmma u cnucok kaHasnos WAN
(ecnu oH 6bin chopMmpoBaH).

CEOWCTEE KpWNTOWAK3a - KLU ¢ LIYC

Ofwme cEegeHnA

Pesoarm Mutti-WAN | Mepenaua Tpadwika B cooTEETCTEMM © TaBMMUEi MADWPYTHSALM ™
WMHTephencel

KaHans WAN

¥npaenenue QoS
WHTepoeiic MaplpyT Meton Appec

DHCP
HypHans
MapwpyTuzauna
MAuti-WAN
DNS JoGasnts..
CeAzn
ANETEpHATHEHLIE 3.
SSH
SMNMP

YneHcTED B rpynnax

Bepcua MO

Omens

2. CdopMupyiiTe nepeyeHb UCMosib3yeMblX BHEWHUX KaHaNoB. s hopMMpOBaHMS CIUCKA UCMONb3YNTE KHOMKM
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[Job6aBuTb... | Bbi3biBaeT Ha akpaH okHO "CBOWCTBa KaHasna CBsA3n" 455 coO34aHMS B CMUCKE HOBOW 3anncu
Ynanute YpansieT us cnmcka BblIbpaHHyio 3anncb
MN3MeHUTb... | Bbi3biBaeT Ha 3KpaH OKHO "CBOMCTBaA KaHasna CBs3n" Ans peaakTupoBaHus BbIbpaHHOM 3anuncu

Mpn pobaBneHNn MAN N3MEHEHUN 3anncK OTKpbIBAETCS OKHO "CBOMCTBa KaHana cea3un™:

CEOWCTEA KAHANA CEAZK

BrewHwi wHTepdgelic KLU

|IP-appec KoHTpONEHON TouKK

|IP-agpec Mapwpy™saTopa K Nposaiaepy o . 0.0 .00

| MwarHocTika pafoTocnocoBHoCTA KaHana

MeTon TeCTMPOBaHMA * Ping
TCP Mopt a0
MHTEpBAN MMarHOCTHKK B CEKYHOEK - 15 :
KonuyecTso yenelHbx NonbIToK

4
ANA MPM3HaHKMA KaHana paboTocnocobHbIM 3 =
KonuuecTso Heyaa4Hbix NonbITOK ; =
ANA MPM3HEHKWA KaHana HepaboTocnocoBHeIM -

PervcTpawan 6 xypHane

O

YKaxuTe napaMeTpbl n HaxXMuTe KHonky "OK".

MapameTtp

OnucaHue

BHewHnn nHTepdelic ceTeBoro
yCTpOlCTBa

HaumeHoBaHWe HacTpanMBaeMoro MHTepdeiica CETEBOro yCTponcTea

IP-appec mapwpyTtunsaTtopa K
nposanaepy

IP-agpec mapwpyTtursaTtopa, obecrneumBsalownii CBA3b C BHELWHEN CeTbio. MapLpyTusaTop
OOJDKEH HaxoAMTbCS B TOW XXe CeTU, K KOTOPOM NOAKIOYEH HacTpanBaeMblii MHTepdeinc

OdwvarHocTtuka
paboTocnocobHOCTM KaHana

BktoyaeT pexuM amarHocTukm paboTtocnocobHOCTM kKaHana. Mpu oTKNYEHHOM
AVarHocTuke KaHan 6yaet cumtatbcs 6€3yCcoBHO AOCTYMHbBIM

IP-anpec KOHTPONbLHOM TOYKM

IP-agpec xocTa BO BHELUHel CeTU, Haslmune CoeaAnHEHUsl C KOTOPbIM 6yieT NpoBepATbLCS

MeToa TecTnpoBaHus

e Ping — npoBepka AOCTYNHOCTU KOHTPOJIbHOM TOYKW C MOMOLLbIO KOMaHAbI ping.
e TCP — npoBepka AOCTYMNMHOCTU KOHTPOJIbHOM TOUYKM No npoTokony TCP. Heobxoanmo
yKa3saTb NOpT, Yepe3 KoTopbl byaeT ycTaHaBNNBaTbCA coeanHeHne

MHTepBan AnarHocTnku

MpoMeXyToK BPEMEHW B CEKYHAAX UIN MUIIIMCEKYHAAX MEXAY NOMbITKaMu
YCT@HOBNEHUS COEANHEHUS C KOHTPOJIbHOM TOYKOM

KonmyecTBo ycnewHbIX NoMnbITOK
Ana NpU3HaHUA KaHana
paboToCcnoCcobHbIM

KonunuyecTtBo nocnenoBaTesibHbIX YCNELWHbIX MOMbITOK YCTAHOBNEHNS COEAUHEHUS C
KOHTPOJIbHOWM TOUKOM MOoCne BOCCTaHOBNEHMS paboToCNOCOOHOCTM KaHana ans
NMPUCBOEHUS KaHasy cTaTtyca "paboTtocnocobHbIn"

KonnuecTBo HeyaauHbIX
NonbITOK A/s MPU3HaHMA KaHana
HepaboToCnocobHbIM

KonmyecTBo HeyAa4HbIX MOMbITOK YCTAHOBNEHUS COEANHEHWSI C KOHTPOJIbHOM TOUKOM
ANS NPUCBOEHMNS KaHany cTtaTyca "HepaboTocrnocobHbIn"

Perncrpauus B xypHane

Mpy HaNMUYUKN OTMETKU B CUCTEMHOM XYpHaJle PerucTpUpyrTCcst CO6bITUS, CBA3AHHbIE C
M3MeHeHMeM cTaTyca kaHana

4. B none "Pexum Multi-WAN" BbibepuTe B paCKpbIBalOLWEMCS CIIUCKE HYXHbI PEXUM.
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MNepepnaya Tpadmka B COOTBETCTBUU C Tabnmuen MapwpyTnsaumm| He TpebyeT AONONHUTENBHON HAaCTPONKM

ObecneyeHne 0TKa30yCTONYMBOCTM KaHana cBa3sun

CM. cTp. 24

BanaHcupoBka Tpadurka Mexay BHewWwHUMU nHtepdencamm KLL CMm. cTp. 25

5. Haxmute kHonky "OK".

Ona BbIKNIOYEHUA peXkMMa:
e B OKHe CBOWCTB CETEBOIr0 YCTpOMCTBa BblbepuTe Bknagky "Multi-WAN", yaanuTte Bce KaHasnbl U3 CNUCKa, Bbl-

6epute pexum "lMNepenada Tpadurka B COOTBETCTBUM C Tabnuuern mapwpyTtmsaunmn” n HaxmuTte kHonky "OK".

BHumaHue!

lNocne n3MeHeHus cocTasa MHTedeEﬁCOB, MCNoNb3yeMbliX B Ka4eCTBe BHELUHWUX KaHanoB (KaHaJ'IbI WAN), AnAa nonyyYeHua KOPPEKTHbIX AaHHbIX O HUX

no SNMP Heobxoaumo nepesanyctuts cepsuc SNMP.

Ana nepe3anycka cepsuca SNMP:
1. B OKHe CBOWCTB CeTeBOro yCTponcTBa nepenaute Ha Bknagky "SNMP" n yananute oTmeTKky B nose "BkounTb

cepsmuc SNMP".

CBOMCTBA KpUNTOWAK3a - KLU ¢ LYC

OfLe cBegeHUA
HTEpdeiichl
¥npaenenue QoS
DHCP

KypHane!
MapLupyTH3auna
Multi-WAN

DNS

CeAzu

55H

SNMP

AIII::TEpHEITI.-IEIHI:IE af..

| Bniounte cepeuc SMMP

Community name
Contact
Location

Anpec NpUHMMAIDLLET 0 COEMNHEHMA
Crmncok paspewénHex |P-anppecos

|IP-agpec Macka

Wmn

Bepcus SNMP -

1111 E

[pBaenTs ...

2. CoXpaHWUTe U3MEHEHUS M 3aTeM MOBTOPHO YCTAaHOBUTE OTMETKY.
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ObecneyeHne 0TKa30yCTOMYMBOCTU KaHana cBA3u

Ans HacTpoku pexkuMma o6ecneyeHUs 0TKa30yCTOMUNBOCTHU:

1.

2.

5.

Cdopmupyinte nepeyeHb kaHanos (cM. ctp. 21) u Bbibepute pexum "ObecneveHne 0TKaszoyCTOMYMBOCTM Ka-
Hana cesaA3n".

Pesaam Muli-WAN  Ofecnedeque oTkasoycToHMBOCTH KaHana ceasu (Failover) -

KaHanel WAN (B nopAgKe yBLIBEaHWA NpUOpUTETa)

MpuoputeT WMHTepdeic MapwpyT MeTog Anpec
i emd 1.1.1.100 Ping 1.1.1.100
7 em1 1.1.2.100 Ping 0.0.0.0
3 em2 0.0.0.0 Fing 0.0,0.0

¥ ||+ LoBasnTs.. Yaanum M3SMEHHTS. ..
Pexam

Pexum ofpaTtHoro nepexnioyeHna Ha paboTocnocofHeN KaHan ©
BbICLUMM MOMOMTETOM

HemenneHHo
MNepekniouaTs &K TUEHbIE COEAMHEHUA YEpes i

He NEPEKNOYaTE K TMEHEBIE COEOMHEHMA

| ABTOMETMYECKIA McxogAuain NAT

YKaxute npuopuTeT KaHanos. [/ 3TOro UCnonb3yinTe KHOMKWN CO CTPe/IKaMu C/ieBa noj CrMCKOM KaHanos.

Mpumeyanme.
KHonkw co CTpenkamu nepemeLiatroT Bbl6paHHyI0 3anucb B CNMCKe Ha 0aHY NO3nLnIO B BblﬁpaHHOM HanpasneHnn.

MocnenoBaTeNbHOCTb 3aMNnceit B CNUMCKE COOTBETCTBYET NPUOPUTETY AaHHOMO KaHana.

YaaneHne OTMETKM B N1IEBOM YaCTW 3anmcu OTKOYaeT MCNOsb30BaHWe AaHHOro kaHana 6es yOaneHnsa 3anncum
n3 cnucka.

BbibepuTe pexum obpaTHOro nepekstoyeHns Ha paboTocnocobHbIN KaHas:

HeMe,EI.J'IeHHO O6paTHO€ nepexknr4yeHne Ha KaHan c 601ee BbICOKUM NpUoOpuUTETOM 6yp,eT BbINOJIHEHO HEMEANEHHO
nocrne BOCCTaHOB/EHUA ero paﬁOTOCI'IOCOGHOCTVI HE3aBUCUMO OT HaIMUMSA aKTUBHbIX COEANHEHUN

[MepeknoyaTtb ObpaTHOoe nepekstoyeHne Ha KaHan ¢ 6onee BbICOKMM NPUOPUTETOM ByAeT BbINOSIHEHO Yepes
aAKTUBHbIE YKa3aHHOe BpeMA nocsie BOCCTaHOBJIEHUA paGOTOCnOCOGHOCTM KaHana
CoeaAnHEHNA Yepe3
He nepekntoyaTtb Ob6paTHOe nepektoyeHne Ha kaHan ¢ 6onee BbICOKMM NpuopuTeToM 6yAeT BbINOIHEHO Nocne
adKTUBHbIE 3aKpbITUA BCEX aKTUBHbIX COELI.VIHEHVIVI
coeanHeHunsa

BHumaHme!

[aHHas HacTpoiika pacnpoCTPaHAETCs TOMbKO Ha OTKPLIThIA TPAUK C KOHTPONEM COCTOSHNS COEANHEHMS.

[ns aBTOMaTM4eCcKoro co3aaHunsa npasua TPAHCNALMK, KOTOPblE AN BCEro ncxoaawero tpaduka noagmMeHsoT
aapec oTnpasuTens Ha aapec akTUBHOIMO B AaHHbIA MOMEHT BHELWHEro nHtepdenca, yctaHoBUTe OTMETKY B MNO-
ne "ABToMaTunyeckui ucxoaawmim NAT".

HaxxmuTte kHonky "OK" nnu "MpuMeHnTs".
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Mpumeyanme.

Mpu nepekntoveHnn mexay WAN-kaHanamv B kauecTBe LLUMK3a N0 YMOMYaHMI0 aBTOMATUYECKM YCTaHaBNMBAETCS MapLUpYTU3aTOp, 3aAaHHbIN B Ha-
CTpOWKax CBOWCTB kKaHana. [ npocMoTpa TekyLero 3HaqeHus IP-agpeca MapLupyT3aTopa 1Cnonb3ayeTcs komaHaa "BbiBecTn Tabnuubl Mapiu-
pyTU3aLMK" BOMOMHUTENBHOTO MEHIO TOKambHOTO YNpaBneHNs CETEBbIM YCTPONCTBOM. B Tabnuue IP-apgpec Mapwipytusatopa otobpaxaeTcs kak
LUAHO3 MO YMOMYaHMIO.

Multi-WAN Failover npegHasHauyeH TOMbKO Ans NepeknioyeHns Mexay MapLupyTamm no ymonyanuto. MappyTtuaauws B pamkax directly connected
CETW NPOMCXOAUTL He ByaeT B CBS3M C peanuaaumeit.

BanaHcupoBka Tpadmka mexay BHeLUHUMM UHTepcheicaMmn CeTeBOro yCTpoucTea

B pexnme 6anaHcMpoBKkUM Tpadwuka pacrnpegeneHme Harpysku Ha BHELWHME MHTepdenchbl OCYLLEeCTBASETCSA B CO-
OTBETCTBMU C Ha3HAYEHHbIMWU A9 BHEWHNX KaHaN0B BECaMU.

Bec kaHana - KO/IMYECTBO MOCNeAOBaTE/NbHbIX COEAMHEHWNIA ANS AaHHOro Knacca ucxoasuwero Tpadwuka. Mo go-
CTUMXKEHUWN 3a[l@aHHOr0 KO/IMYECTBa COEANHEHUIM NCXoaswmnii TpaduK nepeHanpaBnseTcs Ha APYron BHELWHUN Ka-
Han. Bec kaHana moxeTt coctanatb ot 0 go 10.

Mpumeyanme.

Mpw ycTaHOBKe Beca kaHana paBHbIM O M MPW HanM4uUK KaHanoB ¢ BecoM Bonblue 0 OTKpbITIN Tpadmk ByaeT nepeHanpaBnsATLCS B 3TW kKaHanbl (pe-
um round robin), MuHys kaHan ¢ Becom 0, 1 GyaeT pacnpeaensiTbCs CornacHo ux Becam. Ecrv akteeH Tonbko kaHan ¢ Becom 0, Tpaduk 6yaet
HanpaBneH B 3TOT kaHan. Mpu akTMBHOCTU HECKOMbKWX kaHanoB ¢ Becom 0 Tpaduk OyAeT nocnefoBaTenbHO pacnpesensTses Mexay STUMK Ka-
Hanamu.

[Ana HacTpoiku pexxuMa 6aN1aHCUPOBKU Harpysku:

1. CdopmMunpynte nepeyeHb kaHanoB W Bbibepute pexuMm "banaHcuMpoBka Tpadwuka Mexay BHEWHUMU WH-
TepdelicaMmm <ceTeBOro ycrpomcrea>" (cM. cTp. 21).

2. B none "KaHanbl WAN" ykaxuTe Bec KaHana. Bec BbibpaHHOro kaHana ycraHaB/AMBalOT C MOMOLLbIO MOA3YHKA,
pacnonoXeHHOro cnesa Noj CNUCKOM KaHasoB.

CEOWCTES KPWUNTOWAK3a - KLU ¢ UYC

OBLWwue cBedeHnA
Pexara Multi-WAN  Bananoiposka Tpadwika Meay BHEWHMMK MHTepdEfcaMA =

VHTepdeich
Kanans WAN (pexara Round Robin)
¥npaenenne QoS5
Bec WHmeppeiic Mapwpyt MeTog Anpec
DHCP v 3 em0 0.0.0.0 Fing 0.0.0.0
v 7 em2 Li.d.d Fing 0.0.0.0
KypHans!
MapwpyTuzauma
Multi-WaN
g W,
DS Bec [oGaenTs.. Yoanuts WsmernTs. ..
CeAzm MonuTKKn GanaHCKpoBKK TRaMKa
ANbTepHaTUEHLIE a4... Knacc Tpatwka Kanan wneposanHoro Tpaduka | Kanan oTkpeiToro Tpaduka
HopMansHei MapwpyT No yMOomHaHKo MapwpyT no yMOm4aH1o
SSH
SMMP
YneHcTEO B rpynnax
Bepcua MO
OoGaenTs..

| ABTOMATAUECKMIA WCKD LALLM NAT

Omaeqa MpuraeHaTE

YpaneHne oTMEeTKM B JIEBOM YacTW 3anncu OTKAKYaeT UCNOb30BaHWe AaHHOro KaHana 6es yOaneHuna 3anncum
13 Cnuncka.

3. B obnactu "Monutnkmn 6anaHcmpoBkn Tpaduka" chopmupyiiTe nepeyeHb npaBu pacnpenenenHms Tpaduka.
Ona hopMnpoBaHUa cnmcka MCNoSIb3yATe KHOMKK:
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[Job6aBuTb... | Bbi3biBaeT Ha akpaH OKHO "MapameTpbl NoANTUKKN 6anaHCcMpoBKK Tpaduka" Ans co3haHus B CNMCKE HOBOWN
3anucu
Ypanutb Ypanset u3 cnncka Bbl6paHHyo 3anunch

N3MeHUTb... | Bbi3biBaeT Ha akpaH OKHO "MapameTpbl nonnTukn 6anaHcMposkun Tpaduka" ans peaakTMpoBaHus
Bbl6paHHOM 3anucu

MapaMeTpbl NOIUTUKK:

Knacc tpaduka 3aperncTpmMpoBaHHbIli B CNpaBOYHUKE Knacc Tpaduka (cMm. cTp. 52)
Kanan WAN ans nepegauun wndpoBaHHOro | BHewHW kaHan ans nepegaym 3awmndpoBaHHOro Tpaduka

Tpaduka

KaHan WAN ang nepefaym oTKpbITOro e BHewHW KaHan 4ns nepeaayun OTKpbITOro Tpaduka.

Tpadwuka ¢ Pexum Round Robin (pacnpeaeneHune Tpadurka Mexay KaHanamu B

COOTBETCTBUW C NX BECAMN)

4. Tlpn HeobX0AMMOCTM YCTAaHOBUTE OTMETKY B none "ABToMaTuyeckuit ucxopawmm NAT". Mpun HannMyYnMm oTMETKU
aBTOMaTM4YeCKU CO34al0TCA NpaBuaa TPaHCASALMN, KOTOpble AN BCEero ncxoaswero tpaduka noAMeHSAI0T agpec
OTNpaBuTENsa Ha agpec yKasaHHOro B HacTporkax H6anaHCMpoOBKM BHeWHero nHTepdeinca. Npasuna TpaHc-
nAuMn, 3afaHHble aAMNUHUCTPATOPOM, OTMEHSAIOTCS.

5. Haxmute kHonky "MpuMeHnTL" N NepenanTe Ha BkNaaky "MapwpyTtusaums'.
6. YkaxwuTte mapuwpyT K LYC 1 HaxxmMuTe kHonky "OK".

BHumaHue!
Ecrnv nonutukn 6anaHcupoBKu Tpadmka He 3aaaHbl, Tpaduk Ha BHELWHWX WHTepdeiicax OyaeT pacnpeaensTbes B COOTBETCTBUM C HACTPONKaMu
MapLUpyTM3aLmMu.

HacTtpowukun cepsuca DHCP

Mo yMonuaHuio nocne yctaHoBkn n nHnumanmsaumm KW cepsmuc DHCP oTknoueH.
Hactpoiikn cepuca DHCP Ha KLU BbinonHAOT B okHe "CBoMCTBa KpunTowsito3a" Ha Bknagke "DHCP".

Ha Bknagke otobpaxkaeTcs yCTaHOBMNEHHbIV ANS AaHHOMO YCTPOMCTBA OAUH U3 TPEX BO3MOXHbIX PEXMMOB paboThl
cepsuca DHCP:

e OTK/IOYEH;
e Cepsep;
e PeTpaHcnsaTop.
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CEONCTEA KpHNTOWAK3a - KLU ¢ LIYC

Ofwme cEefeHWA ) OTIoYEH
WHTep deficsl Cepeep
¥npaenenwe QoS o
BryTpeHHWA nHTEpdeiRc CeTesol 0B beEKT
DHCP
HypHanel
MapLwpyTHzauna
Multi-WaN
DMNS
CeAzK
Petpancnatop

AnbTepHaTUEHBIE af...

Appec cepsepa DHCP a ] 0 0
S5H

Mpogmia
SMNMP BryTpeHHWiA nHTepdeic Relay agent infarmation ( Circuit |D / Remat...

YneHCTEO B rpynnax

Bepcua MO

OmaeHa MpurmenuTs

Mpwn yctaHoBneHHOM pexuMme "CepBep" AOCTYNHa HacTponka cnucka npodgunent DHCP (cM. Huxe). MNpodunb cep-
Bepa — 3T0 napa "BHYTpeHHWUN mnHTepdenc — ceteBor 06bekT", AN KOTOPOM aAMMHUCTPATOPOM 3afaHbl na-
pameTpbl cepsuca DHCP. MNMpwu 3agaHnn napaMeTpoB MOXHO ncnonb3oBaTb DHCP-onunm (Kak ctTaHaapTHble, Tak w
Nnosb30BaTesibCKMe).

Mpu yctaHOBNEHHOM pexuMe "PeTpaHcnsatop" AocTynHa HacTponka IP-aapeca cepsepa DHCP u npodwunen pe-
TpaHcnsaTopa DHCP (cM. cTtp. 33). MNpodunb peTpaHcnsaTopa — 3TO BHYTPEHHUN MHTEPdENC CETEBOro YCTPOMNCTBA,
Ha KOTOpOM A[o/mKeH paboTaTb CepBUC, M COOTBETCTBYIOWMWIA AaHHOMY WHTepdelicy napametrp Relay agent
information, Bkntovarowmii B cebsa aea komnoHeHTa: RemotelD u Circuit ID.

BKroyeHne 1 HacTpoKKa pexuma cepsepa

Hactpoiika DHCP-cepBepa 3aknt4aeTcs B 3aiaHn cnmcka npodunei (cM. Boiwe). B npodune ykasbiBatoTcs 3Ha-
YEHUS ero OCHOBHbIX NapaMeTpoB. KpoMe 3Toro MOryT 6biTb 4ONOAHUTENbHO 3a4aHbl DHCP-onumu.
Onsa BKAKOYEHUS U HACTPOMKM:
1. HaBknagke "DHCP" okHa cBovicTtB KLU ycTaHoBUTe oTMeTKY B none "Cepsep".
CTaHyT 4OCTYNHbI KHOMKW ynpaBfaeHuUs CIUCKOM nNpodunei.
2. [nsa pob6aBneHns HOBOro Npoduas HaXXMuTe KHonky "1obaButb".

Ha skpaHe nossutcs okHo "Mpodunb DHCP-cepeepa", coctosuee U3 AByx BkAagok: "OCHOBHble napaMeTpbl”
n"onuun".
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Mpodgune DHCP cepeepa

Cetesoi ofbexT

Mynei IP-appecos

IP-anpec

Bpemn apeHos
Macka noacem
OcHoBHOM Wnos

A nomeHa

DMNS-cepeept

OCHOBHBIE NapameTphl

BHyTpeHHMi mHTEpdeiic

HauaneHbi IP-appec

MNocToAHHEIE ajgpeca

Appec DMS cepeepa

Onuywm
eml v
host1 v
Koneursit |P-agpec OoGasuTs...
MAC anpec OpBaenTs. ..
24 vaca -
1] V] V] V]
a V] V] V]
OoBaenTs ...
O

3. 3anonHuTe noss napameTpos Ha Bknaake "OCHOBHble napameTpbl”.

OCHOBHbIEe NapaMeTpbl

BHyTpeHHUI
nHTepderic

BHYTpeHHUI nHTepdenc ceTeBOro YCTPOMCTBA, Ha KOTOPOM AoskeH pabotate DHCP-cepsep. Ans
BblbOpa BHYTPeHHero nHtepderica n3 AeTasn3mpoBaHHOIO CNUCKa UCMOsb3yNTe KHOMKY,
PacrnonoXeHHYo crnpasa

CeTeBoli 06bEKT

CeTeBOM 06bEKT, NPUBSA3a@HHbIN K YKa3aHHOMY BHYTPEHHEMY MHTEpdENCY, KOTOPbIN AOSIKEH
orpaHmuumBaTth 06nacTb pasgaudn agpecos. [nsa Bbibopa 06bekTa U3 AeTan3npoOBaHHOMO ClncKa
NCNonb3ynTe KHOMKY, pacrnosioXeHHYo cnpasa. Mpu Bbibope 13 AeTann3npoBaHHOIrO CINCKa MOXHO
BblOpaTb 06BEKT M MPOCMOTPETL €r0 CBOMCTBA, HAXXaB COOTBETCTBYIOLLYO KHOMKY

Mynbl IP-agpecos

OAWH UM HECKONbKO AMana3oHoB aApecoB, OrpaHUYEHHbIE HaYyasibHbIM U KOHeYHbIM IP-aapecom

[MocTosiHHbIE aapeca

Ha3Havaemble BPYYHYI NOCTOSAHHbIE IP—ap,peca, He BXoAslwune B yKasaHHbIe€ Nysibl aApeCcoB U
npuea3aHHble K MAC-agpecam

Bpemsa apeHabl

Mo ymonyaHutio 24 yaca

Macka nogceTtu

B MacKy A0/1KHbI NonagaTth nysbl aApecos U MapLupyTM3aTop

OCHOBHOW W03

IP-appec winto3a He Ao/HKEeH nonaaaTh B NyJibl a4pecoB

Mg apoMeHa

Heobs3aTenbHbIli NnapameTp

DNS-cepsepbl

Appeca DNS-cepsepoB

e Ecnun ucnonb3oBaHue onuniit DHCP He TpebyeTcs, nepengnte K . 16.

e Ecnu TpebyeTcs ncnonbsosaHue onunii DHCP, nepenante Ha Bknaaky "Onunn".

AMNKLI "KoHTnHeHT". Bepcus 3.9
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BHumaHme!
Ecnu 3agaHbl DHCP-onumy, napameTpbl, ykadaHHbIE B HIX, UMEKOT 60niee BbICOKWI NPUOPUTET MO CPABHEHMI) C OCHOBHbLIMMW NapaMeTpamy.

Ha Bknagke npeactaB/fieH CMMCOK OMUWIA, UCNOMb3YyEMbIX B AaHHOM npodwune. Ecan onuum B npodunb He
nobaBnsanncb, CNMCOK byaeT NyCTbIM.

Mpogune DHCP cepsepa

OCHOBHEIE NAapaMeTphl | Onumu

Crncor DHCP onuwii ﬂ e

Kop Haseanwe Tun 3HaueHwue

4. [nsa pobaBneHmsa onumu HaxmuTe KHonky "Co3aaTb HOBYHO onuuio”.
OTKpOeTCs CNNCOK CTaHAAPTHbIX ONUMIA (He NOMHbIN) K ccbifika "lMonb3oBaTenbckas onums”.

O~

28 - lUnpoKoBEWaTENbHEIA agpec

33 - CTAaTHYECKME MapLWpyThH
42 - MTP-cepeepsl

43 - MHgopmauna NocTaswMea
&6 - TFTP-cepEep

67 - 3arpy3o4HbIA hann

150 - TFTP-cepeephl

Mone3oEaTenboKan onuKa..,

5. BbibepuTte onuuto U3 cnucka.

OTKpoeTCs OKHO 3aAaHusl 3HaYeHus NnapaMeTpa onuuun. Bua n coagepXxaHne okHa 3aBUCUT OT Bbl6paHHOM on-
UMW, HanpuMep:

TFTP-cepeep X

v

nnn

WMHpopmauma Nocraswrea x

WMHdopmalwa nocTaewmka
Kog: 241
Anpeca:
Omers
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Ecnu TpebyeTcs no6aBuUTb CTaHAAPTHYHO OMLMUIO, OTCYTCTBYHOLLYIO B CMMUCKE, UM CO3AaTb MOJSIb30BATE/IbCKYHO

onuuio, nepenanTe K n. 9.
6. YcTaHOBWUTE OTMETKY Yy Ha3BaHus onuuu.

CTaHyT AOCTYMHbIMM MONS AN9 BBOAA 3HAaYE€HUA NapaMeTpoB Onumu.
7. BBeauTe 3HaYeHME N HaxmuTe KHonky "OK".

Onuwusa pgobasutca B cnucok DHCP-onumin npoduns.

Mpoguns DHCP cepeepa x

OCHOEHEIE NAPAMETPRL | Onumm

Crincok DHCP onuyai ':} hd
Kop HazeaHwe Tun 3HaueHue
42 NTP-cepeepbi BeraopHei Eer'ﬁJ

[nsa Kaxaor onumn B CNNCKe NPUBOAUTCA cneayolas nHdopmaumsa:
e KOpA;

e HasBaHwue;

e Tun (BEHAOPHbIN MU NONb30BATENbCKNIA);

e 3Ha4eHue.

Mo yMmonuyaHuio y 4ob6aBfIEHHOM OMNUMKN YCTAaHOBJIEHA OTMETKA, O3Havatowas, YTo onums akTuBHa.

8. [nsa pobaBneHus B npodusib ApYyrux onunii nostopute nn. 4-7.

9. [nsa pobaBneHnsa cTaH4apTHOM ONUUK, OTCYTCTBYHOLWEN B CIUCKE, WX CO34aHMSA NOJIb30BaTEIbCKOM OMUMN Ha-

XMUTE CCbINKy "Monb3oBaTenbckasa onums...".
Ha akpaHe nosBuTcs okHO "lonb3oBaTenbckas onums'.
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Monk3oeartensckan onyMa x

: Nonb30BaTENLCKAR OMNUMA:

Cnumn: MoNb30BaTENLCKMA KOO ONLMM

I‘{Dﬂ. HE QOMXEH COBNAAaTe B BEHAOPHBIMKE OMNLMAMM 1

Kgﬂ: 102
OpYTHMK MONe30BATENRCKAMM.

Crmcok manoe MapamMeTpoEs K KX SHAYeHWA,
COCTIBNAOLLAE TEND OMLK.

Tun JHaueHue

anHeie AW
i 15]5]5)

v

10.YcTtaHoBuTEe 0TMeTKY "[lonb3oBaTenbckas onums”.

CTaHyT AOCTYMNHbI HACTPOMKMN NapaMeTpoB Onuuu.
11.B none "Onuua" BBeanTe HasBaHWe ONuUKU UM BbibepuTe ONUUIO U3 PacKpPbIBAKOLErocs Cnucka.

Ecnu onuunsa BeibupaeTtcsa us cnucka, none "Koa" 6yaet 3anonHeHo aBToMaTmyeckun. Ecnm Ha3zBaHue onuum BBO-
AVTCA BPY4YHYlO, BBeamTe Kkoa. Kog He ponxeH coBnagatb C BEHAOPHbIMW OMNUMSAMW U APYTMMW MOfb-
30BaTENbCKUMMU.

12./1o6aBbTe NapaMeTp. [Ans 3TOro HaXXMuTe KHonky "1o06aBnTb HOBbIM NapaMeTp onuun".
MosBUTCS OKHO 3a4aHUsa TUNa NnapaMeTpa U ero 3HayeHusl.

JoBasneHne 3Ha4eHKA *

Tun: | IP-anpec (4 GaiiTa) E

2HaueHue:

o

13.BbibepuTe TN NapamMeTpa, YKaXmTe 3Ha4YeHue n HaxmumTte kHonky "OK".

MapameTp go6aBMTCA B ONLMIO.
MNpu HeobxoauMoCTK fobaBbTE ApYyrMe napamMeTpbl.
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Monkb3osaTensckan on LA

| MNonb30BaTENLCKEA ONUMA

Onwgan: Delay -

Kon: 103 Koa He gonxeH COBNanaTe B BEHAOPHEIMI OMLMAMA 1
A OpYTHMK NONES0BATENLCKHMA .
CrWcoK TMNoB NapaMeTpoB M X SHAYEHWHA, o %
COCTABNAKLLME TEND OMLMAK. *
Twn 3HaueHme
Short 5652
String rem_on
IF 1.1.1.2
LaHHee RAW
agoa 16 14 72 65 6D S5F 6F 6E | ..rem_on

@ee8 61 01 01 62 T

v

14.HaxmuTte kHonky "OK".
Monb3oBaTtenbckas onumsa AobaBuTcs B 06LWMIA CNMCOK onunii npoduns.

Mpodune DHCP cepeepa

OCHOBHBIE MAaPaMeTPRl | OmLUHK

Cruncok DHCP anuwi 0 St
Kog Hazeanuwe Tun IHaueHue
42 NTP-cepeepel BeHaopHeii él‘l?ﬂ?\l
176 | IP Telephone MNonesosatenscrkwid | 5586
82 | Relay Agent Inform... | MNonesosatensckuid | 446
5652
103 | Delay MNonk3oBaTensckwd | rem_on

11.1.2

15./1o6aBbTe B cNUCOK BCe HeobxoamMmble onumn. ns peaakTMpoBaHMa CNnCKa onummn VICI'IOﬂb3y171Te KHOMKW:

16.HaxmMuTte kHonky "OK" B HMXHeW yacTtu okHa "lMpoduns DHCP-cepBepa".

Mpodwunb 6yaet nobasneH B HacTporikn DHCP-cepeepa.
17.ns pegaktupoBaHus cnmcka npodunen ncnonb3dymnTte kHonkn "Aobasuts...", "Yaanutb" n "ameHuntn...".
18./1n9 cOXpaHeH1s USBMEHEHWNIN W 3aBepLUEHNS HACTPONKN HaxkmuTe KHonky "OK".
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BknioyeHune 1 HacTpomnKa peTpaHcnaTopa

HacTpoiika peTpaHcnsaTopa BKJO4YaeT B cebs:

3apaHve npodunen.

Mpodwunb 3apaeTcs Ans Kaxaoro BHyTpeHHero nHtepgeica KL, Ha koTopom goskeH gencreosate DHCP-cep-
BWC. HacTpolika BbinonHseTcs 8 MY LYC.

3aaaHue pexumMa paboTbl peTpaHcnaTopa npu nepesade DHCP-cepBepy 3anpocoB, NOCTyNaLWmx OT K/IMEHTa.
MpenycMoTpeHbl CieayoLmMe peXxnMmsi:

e replace;

append;

forward;

discard.

HacTtoika BbINnoNHSAETCS CpeacTBaMm JIOKanbHOro ynpasneHus KL,

BkntoyeHmne/BbIKIIOUEHWE Ha peTpaHcnaTope onumn 82 npu nepegade oteeta kianeHTy oT DHCP-cepsepa.
HacTtoika BbINnoNHSAETCS CpeacTBaMm JTIOKaNbHOro ynpasneHus KLU,

Ans BKNrouyeHus M 3aaaHus npodunei:

1. HaBknaake "DHCP" okHa cBoiicTB KLU ycTaHOBUTE OTMETKY B noJse "PeTpaHcnsaTop”.
CraHyT goctynHbl none "Agpec cepsepa DHCP" n KHonNku yrnpasneHus CNMCKoOM Npodunen peTpaHcnaTopa.
2. B none "Agpec cepBepa DHCP" BeBeauTe IP-agpec cepBepa, Ha KOTOpbIi ceTeBOe YCTPOMCTBO 6yaeT nepe-
HanpasBNATb 3aNpoChbl KIMEHTOB.
3. [na pnobasneHns HOBOro Npodunsa Haxmute KHonky "Jobasutb".
Ha akpaHe nosBuTcs okHo "Mpodunb peTtpaHcnatopa DHCP".
MNpodwune petpadonatopa DHCP X
BHyTpeHHWA nHTEpDERc | Eml =
Relay agent information 0103656031020131
Circuit 1D eml{656031)
Remote 1D 1(31)
Omers
4. 3anonHuTe nona napameTposB. Ans Bbibopa BHYTpeHHero mHTepdenca u3 AeTanm3npoBaHHOro cnuvcka mc-
MoNb3yWnTe KHOMKY, pacrnosIoXXeHHYo crpasa.
BHumanue!
[ns koppekTHoit paboTsl DHCP-peTpaHcnsTopa Bolbupaemblii BHYTPEHHWIA MHTEPEEIAC fOMmKeH MMETL He Bonee opHoro IP-agpeca (cm. cTp.
7).
Mocne Bbi6Opa BHYTpeHHEro nHTepdgenca ocrtasabHbie Noast Npoduss 3anoHATCA aBTOMaTUYECKMU.
5. Haxmute kHonky "OK".
OkHo "Mpodunb petpaHcnaTopa DHCP" 3akpoeTtcs, n Ha Bknaake "DHCP" B cnucke nosiBUTCA HOBbIN Npoduib
peTpaHcnsaTopa.
6. [Npu HeobxoanmocTn aobasneHnsa npodunsa Ansg Apyroro BHyTpeHHero nHtepdeinca BbinoaHuTe nn. 3-5.
e [1na naMeHeHus agpeca cepsepa DHCP BBeauTe B COOTBETCTBYOLWEM none ero IP-agpec.
e [1ndA pefakTuUpoBaHMs crnvcka npodunein ncnonblynte kHonkn "Aobasuts", "Yaanuth" u "ameHnTs".
7. [ns COXpaHEHWUS N3MEHEHUN N 3aBepLUEeHUS HAaCTPOMKN HaxxmuTe kHonky "OK".
BHumanue!
Mocne BKNIOYEHNS pEXUMa PETPaHCTISATOPa HAaCTpoliku Ans pexuma cepsepa DHCP 6yayT copoLueHbi.
AMNKL "KoHTuHeHT". Bepcusa 3.9 33
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Onsa 3apgaHua pe>kuMma paboTtbl peTpaHcnaTopa:
1. [llepenanTe K MEHIO NOKaNbHOM HacTporku napameTpos KLU (cM. cTp. 58).

1: CoxpaHeHme kxoHOMIypauum

Sarpyska kKoHOurypamumn

sMeHeHMe agpeca axkTuBHOro ILYC

HacTporka PPPOE-coeamMHeHun

HacTpoika umbppoBanmus

HacTpoika ¢parmMeHTauum

HacTpoiika KOMMyTauuu

HacTpoiika OTJIafOYHOTI'O XypHaja

9: HacTpoika HJOCTyna YyHajleHHOT'O TepMMHana

10: HacTporka pexmMa peTpaHciaaTopa DHCP (replace)
11: BmkioueHme Agent relay information (onumm 82) ma DHCP-peTpaHCIaTOpe
12: YcraroBuTe [I0 KpMOTOYyCKOPMUTEJS

0: Bmxon

BrbepuTe nyHKT MeHIO (0 - 12):

0o Joy Ul WN

2. BeauTe HoMep KOMaHAbl "HacTpolika pexunma petpaHcnsaTopa DHCP" n HaxmuTe knasuwy <Enter>.
Ha skpaHe oTobpasntca Tekywmin pexxmum DHCP-peTpaHcnsTopa.

T;FUH-” pexkuM DHCP-peTpaHcnaTopa ’PPlEFP

EBequte Heobxogumbll pekuUM
[B-replace, l-append, Z-forward, J-discard]

3. [ns naMmeHeHuns pexuma BBeauTe COOTBETCTBYOWMNI eMy HoMep (0-3) n HaxMuTe knasuwy <Enter>.
B meHI0 nokanbHOM HacTponku napametpos KLU y komaHabl "HacTponka pexuma peTtpaHcnaTopa DHCP" oTo6-
pa3nTCs HOBbI PEXNM.

Ana BKNOYEeHUNA /BbIK/IlOUEeHUA onuun 82:

e B MeHI0 NnokanbHOW HACTPOWKKW BBeAUTe HOMep KOMaHAbl "BkniouveHne/BbiknodeHne Agent relay information
(onuwmn 82) Ha DHCP-peTpaHcnaTope" n HaxmuTe knasuwy <Enter>.

Ha3BaHne KOMaHAbl U3MEHUTCS Ha O6paTHO€.

OTknioyeHune cepsuca DHCP

Onsa oTknouYeHUa cepBuca:
1. HaBknaake "DHCP" okHa cBoricTB KLU ycTaHOBUTE OTMeTKY B none "OTKA4eH".

KHonkn ynpasneHuns cnuckamu npodunen ans pexumos "Cepsep" n "PeTpaHcnaTop” CTaHyT HEAOCTYMHbI.
2. [Ina coXxpaHeHust UBMEHEHMWI 1 3aBEPLUEHUS HACTPOMKK HaxmMuTe KHonky "OK".

BHumanue!
Mocne oTkntoueHns cepeuca DHCP Bce HacTpoiki, BbIMONHEHHbIE paHee Ans cepauca, 6yayT copoLLeHbl.

Mpocmotp cratucTuku cepsepa DHCP

Mpu BKIOYEHHOM Ha CETEBOM yCTpoOMCTBe pexume cepsepa DHCP B MY LIYC MOXHO NpoCMOTpeTb CTaTUCTUKY Cep-
Bepa M Tabnuuy apeHAoBaHHbIX agpecoB. CTaTUCTMKa WM apeHAoBaHHble agpeca oTobpa)kaloTCs Ha BKIaAKe
"DHCP" fONOAHUTENBHOIO OKHa.

CTaTucTuKa BK/OYaEeT B cebsa cneayoline CBeAeHNS:

® 1IMsA BHYTPEHHero nHtepderica ceTeBoro yCTponcTBa;

e obLllee KONNMYECTBO afpecoB Nyna;

® KOJINYECTBO MUCMOJb3yeMbIX aApecos nyna;

e KOMIMYECTBO AOCTYMHbIX aApecos nyna.

B Tabnuue apeHA0OBaHHbIX aApecoB NPUBOASATCS CreAyoLmne CBeAeHNs:
e IP-agpec, BblA@HHbIN KINEHTY U3 Nyna afpecos;

e MAC-agpec KnmeHTa;

e CeTeBOe UMA KJINEeHTa;
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® [aTa un BpeMda Ha4asla apeHabl,
® [aTa un BpeMA OKOHYaHUA apeHAbl.

Ana npocMoTpa CTaTUCTUKMK:
e B rnaesHoM okHe MY LIYC Bbi6epuTe B CNUCKe CETEBOE YCTPONCTBO, paboTatwulee B pexuMe cepsepa DHCP.

Ha Bknagke "DHCP" gonofHUTENbHONO OKHa 0To6pa3ATcsa cTaTUCTMKA cepBepa M Tabnvua apeHA0BaHHbIX aj-
pecos.

HacTtpoiika napameTpoB MmapLupyTu3auum

Mepexon k HacTpolke NapameTpoB

PexuMbl paboTbl CETEBOI0 YCTPOWCTBA:
e AMHaMM4yecKas MapLlpyTusaums;
e CTaTM4yeckas MapupyTusaums.

MpocMOTp M HacTpoliKa napaMeTpoB pexuma paboTbl OCYLLECTBISAIOTCA B OKHE CBOMCTB CETEBOr0 YCTPOMCTBA Ha
Bknagke "MapwpyTtusauua". Bua BKIaakm n ee cogepxaHue 3aBUCAT OT pexuma, B KOTOpoM paboTaeT B AaHHbIN
MOMEHT CETEBOE YCTPOWNCTBO.

Ecnu HacTpoika pexumMoB He npou3Boauiach, BKknagka "MapuwpyTusaumna" otobpa)kaeT HAaCTPOMKN CTaTUUYECKOWN
MapwpyTusauum. Ha Bknagke npeacrasneHbl Tabnvua MaplwpyToB 418 4aHHOro CETEBOro YCTPOMCTBA M KHOMKM, C
NMOMOLLbIO KOTOPbIX BbINOSIHAETCS (DOpMMPOBaHMe 3ToM Tabnanubl.

MepeknioyeHne pexnma MapLpyTU3aLmm

Ans nepeknoyYeHnsa Co CTaTUUEeCKOW Ha AMHAMUUYECKYH0 MapLUpyTU3aLMIo:

1. Ha Bknaake "MapupyTm3aumns" okHa CBOMCTB CETEBOIr0 yCTponCTBa B noJse "Tun" namMeHnTe 3HayeHume Ha "Oun-
Hammnyeckas (nogaepxka npotokonos OSPF, RIP, BGP)".

Bua BKNaaKkn M3MeHUTCA M CTaHeT COOTBETCTBOBATb PEXUMY AMHAMUYECKOM MapuwpyTusaumn. Ha Bknagke 6y-
AyT oTobpaxaTbCs pasgen Cc MHpopMaumen o MapupyTax W pasgenbl ¢ KoHburypaunmamm Ans AaHHOro ce-
TEBOro YCTPOMCTBA.

CnpaBa OT KaxA0ro paszena pacrnonoXeHbl KHOMKMW.

MpepbiBaeT npouecc 06HOBEHMS 0TO6paXkaeMbiX CBEAEHUI 0 MapLupyTax, NOCTyNaoLWmnX
oT LYC. Mocne oTKkpbITMS BKAaaky "MaplpyTusaumnsa" KHonka HeAoCTynHa B TeYeHMe
npumMepHo 50 cekyHa. lMocne 3aBepLlueHns 3arpy3kn MHopMaumm 0 MapLupyTax KHOMKa
MpepBaTb 06HOBAEHME 3ameHseTca KHonkoin "O6HOBUTL CNMCOK MapLUpyToB" (CM. HUXE)

3anyckaet npouecc 06HOBNEHUS 0TO6paxaeMblX CBeAeHui 0 MaplupyTax. Ecnv ceTeBoe
YCTPOWCTBO B AAHHbI MOMEHT BbIK/THOYEHO, KHOMKa HeAOCTYNHA

@

O6HOBUTb CNMCOK MapLUpyTOB

3anyckaeT cTaHAapTHYO Npoueaypy 3arpysku daina. Micnonb3yerca ans 3arpysku

= o o
7 KOH(UrypaunoHHoro dainna zebra n KoHpuUrypaumi 4ns noaaepXuBaeMbix NPOTOKOI0B
3arpysuTb KOHGUrypaumio
n3 anna
[ 3anyckaeT CTaHAapTHYIO0 NpoLeaypy COXpaHEHUS COAEPXKMMOr0 COOTBETCTBYOLLEro

paszena B TEKCTOBbIN haiin

CoxpaHuTb MapLUpyTbl/KOHbN-
rypaumio B gann

2. BbinonHWTe Npoueaypy HaCTPOMKM AMHAMMYECKON MapLlipyTm3aunm (cm. cTp. 38).

Ana nepexksoyYeHns C AMHAMUYECKOW MapLUpyTM3aLMmM Ha CTaTUYECKYHO:

1. Ha Bknaake "MapuwpyTmnsauma" oKHa CBOMCTB CETEBOro yCTpolncTBa B none "Tun" nameHnte 3HavyeHune Ha "Cra-
Tnyeckas".

Bua BKNagKku N3MEHUTCS M CTaHEeT COOTBETCTBOBATb PEXMMY CTaTUUYECKOM MapLupyTusaunu.

2. Haxmute kHonky "lMpumMeHnTL".
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B none "WMHdopmaumsa o mapuwpyTax" nosaBATcs npasuna, cPOpMMpOBaHHblE aBTOMATUYECKW, WU CTaHyT AO-
CTYMNHbIMU KHOMKKW <[106aBUTb>, <U3MeHUTb> N <Yganutb>.

3. [Npn Heo6XoANMMOCTU N3MEHUTE Crncok npasus (cM. cTp. 36).

Cratuyeckas MapupyTusauus

MpaBuna MaplpyTusauunm noapasfensiorTcs Ha ABa Tuna:
e npaBwuia, chopMUPOBaHHbIE KOMMJIEKCOM aBTOMaTUUYECKH;
e npaBuna, 3afaHHble aAMUHUCTPATOPOM.

Mpasuna, chopMmpoBaHHblE aBTOMaTUYECKU, NpeayCMaTpuBaloT B3aMMOAENCTBME TONIbKO MexXxAay CerMeHTamun ce-
TN, NOAK/IIOYEHHbIMWU HENoOCpPeACTBEHHO K MHTepdencam ceTeBoro ycrponcrea. PopMUMpOBaHME TakuMX MpaBusl
npoucxoamT npu aobaeBneHnn odyepeaHOro agpeca ceteBoro MHtepdenca. Mpasunia 3TOro Tuna AENCTBYHOT Mo-
CTOSIHHO W He MOryT 6bITb yAaneHbl Win U3MeHeHbl aAMUHUCTPATOPOM. HauvanbHoe 3anosHeHue nong "lMpasuna
MapLpyTusauumm" ocyLLecTBASETCA Ha 3Tane NoAKNOYEHUS CETEBOro YCTPOMCTBA.

Ha ocHoBe npaBun MapLIpyTU3aLmMm NOCTOSIHHOIO AEACTBUA KOMMJIEKC aBTOMaTUUYeCcKM hopMUpyeT BpeMEHHbIe npa-
BMna. BpemeHHoe NpaBuio hopMmUpyeTcsa Npum NocTynieHUU Ha CETEBOE YCTPONCTBO IP-nakeTa, afipecoBaHHOro oA-
HOMY M3 abOHEHTOB 3alluMliaeMoi ceTn. Takoe NpaBuIO0 UMEET OrpaHWYeHHOe BpeMsl AeWCTBUS, U eCin 3a 3TO
BpeMs Ha AaHHbI aApec He NOCTynaeT HOBbIM NakeT, MpaBu/Io YHUUTOXaeTcs. ECnn nakeT nocTynaeT, OTCUeT Bpe-
MEHW AeNCTBUA NpaBuia HauMHaeTca 3aHoBO. KpoMe npuvBeAeHHOro NpMMepa BpeMeHHble NpaBuia co3aatoTcs Tak-
Xe Mpu HannumMm Ha NyTh NpoxoxaeHus IP-naketa ceTei, XxapakTepusyoLmnxcs 3HauyeHnem MTU MeHbLLMM, YeM Y
nHTepdelica ceTeBoro ycTpoictsa. [lpaeBuna 3TOro TuMna He MOryT 6biTb YyAaneHbl WAM WU3MEHEHbl aaMu-
HUCTpaTopoM. OHM He 0TO6PaXKalTCA Ha SKpaHe.

Ecnu 3awmuiaemas cetTb NoAcCoeamMHEHA K CETEBOMY YCTPOMCTBY Yepe3 MapLupyTM3aTop, npasuia MaplipyTusauum
AN abOHEHTOB 3TOM CETU 3a4at0TCA aAMUHUCTPATOPOM. DTN Npasuia AEACTBYIOT NOCTOSHHO.

BHumaHue!
He n3meHsiiiTe HacTpoiku B okHe "MapLupyTusaums” 6e3 kpainHeit HeobxoamumocTu. Mpy HEKOPPEKTHOM BBOZE MPaBW MapLUpyTM3aLUuK CETEBOE
yCTPONCTBO paboTaTth He OyaeT.

Cnucok npaswun MapLlpyTtmsaunm otobpaxaeTcs B Buae tabnuupl, Kaxxaas CTpoKa KOTOPOM COOTBETCTBYET O4HOMY
npasuny. NepedeHb nonen Tabnanubl Npasua MapLpyTU3aLmMmn 1 nx onncaHme npeacrasneHsl B Tabnuue HMxe.

Ta6n.4 Monsa Tabnuubl NpaBun MaplipyTusauum

Mone OnucaHune

Anpec IP-appec noacetn aboHeHTa-nony4vatens

Macka Macka noacetn aboHeHTa-nony4artens

Cnegytowmi y3en | IP-agpec cneaytowiero y3na, 4epes KoTopbIil JO/XKHbI NpoXxoanTb IP-nakeTbl Ans aboHeHTa-nonyvaTens

MpaBuao MapLLpyTM3aLnnN C HY/IEBbIMU MacKoi U aApecoM HasHaueHns oTobpaxaeT MapLLpyT Mo YMOYaHUIO.

BHumaHue!
Ecrnu mapLpyT no ymonyaHuio ces3biBaeT ceTeBoe ycTpoicTBo ¢ LIYC, To nocne ero nameHenns coeauHenmne yctponctaa ¢ LIYC craHoBuTcs He-
BO3MOXHbIM. B 3TOM cryyae TpebyeTcs 3anmck HOBOW KOHGMIypaLy Ha HOCUTESb 1 MOBTOPHAS MHULMANN3aLMs CETEBOTO YCTPOMCTBA.

Hynesol agpec B ctonbue "Cneaywowmnii ysen" ykasbiBaeT, YTO AaHHas NOACETb AOCTYMHA HaMNpsMylo 4yepe3 WUH-
Tepdelic, 6e3 NpoMeXyTOUHbIX MapLpyTU3aTOpPOB.
Ans HacTPpOMKM NpaBUN MapLUPYTU3aLUK:
1. [llepenanTe K HacTporKe NnapamMeTpoB MapLpyTusauymm (cM. cTp. 35).
Mpn Heo6Xx0AMMOCTN NepektoUnTe BKNAAKY HA COOTBETCTBUE PEXMMY CTaTUUECKOM MaplpyTusaumm (CMm. cTp.
35).
2. OnpepenuTe NnapameTpbl Npasui.

e YT106bl 4O6@BUTL 3aNUCb B CMMCOK NpaBwW/l MapupyTm3auummn, HaxxMnTte KHonky "[lobaButb", ykaxuTe npo-
Tokon (IPv4 unu IPv6) n BBeanTe aapec n Mmacky (npedgukc) ans gaHHon cetn. Ecnu 3alwmnuwiaemMast cetb noa-
coeAMHEHa K CeTEBOMY YCTPOWCTBY 4epes3 MaplupyTusaTtop, B none "Cneayowmin ysen" ykaxute agpec
3TOro MapuwpyTm3aTtopa. 3aTeM HaxmuTe KHonky "OK".

BBeaeHHble JaHHbIe NOSBATCS B CNUCKe npasuvn Mmapuwpytmnsauunu.
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e 1N M3MEHEeHUsa 3anucu B CNMCKe MNpaBul MaplipyTmM3auum BbibepuTe HyXHyl CTpoKy. lMapaMeTpbl Bbl-
6paHHoro npasmna 6yayTt oTobpa)keHbl B MOMSAX, PACMO/IOXEHHbIX Mo CNMCKOM. Haxmute kHonky "U3-
MEHUTBL" N BHECUTE HEO6X0ANMbIE USMEHEHMUS.

e  YT06bl YAaNUTb 3aNNUCb U3 CANCKa NpaBua MapLlIpyTU3aumn, BbiIGEPUTE HYXHYIO CTPOKY M HAXXMUTE KHOMKY
"Ypanutb". BoibpaHHas 3anuce 6yaeT yaaneHa HeMeAEHHO.

N3mMeHeHMs B HacTporkax Tabnunubl MapLipyTM3aLmm NPpUMEHSIIOTCS HEMeAIEHHO.

Mpumeyanme.

C nomoLLbto rpynnoBbIX onepauuii npasuna MapLUpyTU3aLMl MOXHO Ha3Ha4YUTb OJHOBPEMEHHO HECKOMbKUM CETEBbIM ycTpoicTBam. Onucaxue
rpynnoBbIX OnepaLyi ¢ napameTpamu CTaTUYeckoi MapLIpyTM3aLyMm NpuBeaeHo B [6].
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[vHamuyeckas MapLpyTm3aums

OvHaMnyeckas MapLipyT13aLms He MOAAEPXKMBAETCS B C/leAYOWMX CyYasx:

e BKJIIOYEH PexnM NpuBSA3KM MapLipyTmsaTopoB kK MAC-agpecam (cMm. [3], NMpmBs3Ka annapaTHbIX a4pecoB MapLu-
pyTn3aTopoB);

e BKJ/IOYEH OAMH 13 pexxunmos Multi-WAN (cM. cTp. 21).

Ona nopaepXKu NpoOTOKONOB AMHAMMYECKOW MaplupyTu3aumn HeobxoauMo chopMMpoBaTb KOHGMUIYpPaLMOHHbIN

dann zebra.conf, a Takxe KOHdUrypauuoHHble dalnbl Mcnonb3yeMbix npotokonos (ospfd.conf, bgpd.conf,
ripd.conf).

BHumaHue!

lMogoepxumBatoTCcs CNEAyHoLLME BEPCUM MPOTOKOSOB:
o OSPF —Bepcusa 2;

o BGP—Bepcus4;

* RIP—Bepcus 1, Bepcus 2.

HacTpoliky AMHaMnyeckol MapLpyT13aLumm BbIMOHAIOT B CNeAyloleM nopsiake:
e co3aaHune KoHUrypaumoHHoro davna (cM. cTp. 60);

BHumanue!

B koHdmrypaumoHHom chaine zebra.conf Heobxogumo nponucath cTaTnyeckme MapLUpyThl, Tak Kak HACTPOEHHbIe paHee CTaTUieckue MapLu-
PyTbl NOCNE NEPEKMIYEHNS 13 PEXMMa CTaTUYECKO MapLLPYTU3aLMM B PEXUM AMHAMUYECKOA MapLUpyTM3aLuy ByayT 4encTBOBaTb TOMBKO A0
nepBoW Nepesarpy3ku CETEBOIO YCTPONCTBA.

MpuW NepektoYeHMn Co CTaTUYECKOM Ha AMHAMUUYECKYIO MapLIPYTM3aLMIO B KiacTepe paHee HacTPOeHHble cTa-
TMYeCKMe MapLpyTbl Ha pe3epBHOM CETEBOM YCTPOICTBE 6yAYT yAaneHbl, @ Ha OCHOBHOM YCTPOMCTBE OHU By-
AYT AeNCTBOBaTL A0 NEepBOW NepesarpysKku;

e HacTpoWKa napaMeTpoB AMHAMMYECKON MapLlpyTM3aumm (CM. HUXe).

Ana HaCTPpOMKKN NapaMeTpoB:

1. [llepengute K HacTpoMKe napaMmeTpoB MapuwpyTusaumm (cM. cTp. 35) n npu HeobxoaMMOCTU nepekunTe
BK/1AAKY Ha COOTBETCTBME PEXUMY AMHAMNYECKOWN MapLUpyTusaunm.

2. OnpeaenvTe napaMeTpbl NPaBu MapwpyTU3aLmm:

e 3arpysuTe KOHMUIypaunoHHbIM ¢dann zebra.conf. Jns 3TOro MCnoib3ymnTe KHOMKY
"KoHpurypaumns zebra" nnuv eeegmrte B nosie TEKCT KOHOUTypauUMOHHOro dainia BpyyHyto.

cnpaesa oT noss

BHumanue!
B koHdwmrypaumoHHoM chaine zebra.conf He gonyckaetcs 3apaHue IP-agpecoB MHTEPGENCOB, Tak Kak 3TO MOXET MPUBECTU K He-
paboTocnocobHocTM komnnekca. [ins 3afaHus |P-agpecoB ceTeBOro yCTpoicTaa 1Cnonb3ynTe NpoLeaypy, NpyBeaeHHyio Ha cTp. 7.

e OTKpONTE BKMAAKY HYXHOr0 NpPOTOKOMA M 3arpy3uTe Ans Hero KoOHOUrypaumoHHbiin dann. [ns sToro uc-

NnoJib3ynTe KHOMKY
HYt0.

, PacrnonoXeHHylo crpasa, WM BBeAUTE TEKCT KOHMUIypaLnoHHoro daina Bpyu-

e [lpn He06XOANMMOCTU YCTaHOBUTE OTMETKY B nosne "AHoHcupoBaHue 3C, AOCTYyMNHbIX Yepes y3en".

Mpumeyanmue.

[ns koppekTHoit paboTbl aHoHcupoBaHust 3C yepe3 npotokonbl BGP u OSPF Heobxoanmo 106aBuTb B KOHGMIYPaLMOHHBIN haiin npo-
Tokona BGP ctpoky "lbgp router-id 127.0.0.1".

3. Haxmute KHonky "MpuMeHnTL".

CeTeBOMY yCTpONMCTBY ByAeT oTnpasneHa KomMaHaa Ha 3arpy3ky B LIYC cnucka mapwpyTos, u B LUYC HauHeTcs
obHoBNeHMe nHdopMaLumM 0 CETEBOM YCTPOMUCTBE.

Mpumeyannue.
MoaTBepxkaeH1e 0 X0ae BbINOHEHNS! KOMaHAb! 0TOBpaxaeTcs B o4epeam 3agaHui (cM. cTp. 65).

Mocne 3aBeplieHns o6HoBeHnsa us LUYC B MY nocTynuT CNMCOK MapLlipyToB AAaHHOIMO CETEBOMO YCTPONCTBA, KO-
TopbI oTo6pasuTcsa B pasaene "MHdopmauuns o mapwpyTax". KHomnka npepbiBaHMs 06HOB/IEHUS 3aMEHNTCS Ha
KHOMKY O6HOBMIEHMS CNMCKa MapLUpyTOB.
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BHumaHme!

Mpyn BoCTaTo4HO BOMBLLOM KOMMYECTBE MapLIPYTOB 0BHOBNEHWE MHdopmauum Ha LIYC moxeT notpeboBaTth AOMONHUTENBHOMO BPEMEHN W
oTobpasnTca YacTb Tabnmubl MappyTusauuu. Mpy 3TOM KHOMKa NpepbiBaHus 0BHOBREHNS B TeveHne npumepHo 50 cekyHa OypeT Hepo-
cTynHa. Ecnn B npocmoTpe MHGopMaumumn 0 MapLupyTax HeT He0BXoaMMOCTH, OTKXMTECH OT OBHOBNEHWS. [Ins 3TOr0 HaXMUTE KHOMKY npe-
pbiBaHus 06HOBNEHNS. [MonHas Tabnuua MapLpyTM3aLmmn 4OCTYMHA B TEXHOMOMMYECKOM OTHETE.

Ecnu Heo6xoamMo coxpaHnTb B BUAe TEKCToBOro danna nHhopMauno 0 MapLipyTax nnm KoHdurypaumsx, nc-

Nosib3yiTe KHOMKY , Pacrnono>XeHHyto cripaBa OT COOTBETCTBYIOLLEro pasaena.

BHumaHme!
Mocne 3aKpbITUSt OKHA CBOWCTB CETEBOrO YCTPOACTBA MHAOPMaLWs O MapLupyTax, oTobpaxaemas Ha Bknagke "MapLupyTtusaums”, He coxpa-
HsieTcs. Mpyn cneaytoLyem OTKpbITUM OKHa Ha Bknaake "MapLupytusauus” pasaen "MHgopmaums o maplupyTax” byget nycTbim.

FpynnoBas HacTpoMKa AUHaAMMYECKON MapuwpyTu3auum

OAnHaKkoBble HACTPOMKM AMHAMUYECKON MapLlpyTM3auMn MOXHO BbIMOAHUTb O4HOBPEMEHHO AN HECKO/IbKUX ce-
TeBbIX YCTPOUCTB. lNpn 3TOM MCNoNb3yeTcs OANH U TOT XKe 3apaHee NOAroTOBMEHHbIN KOHMUIYpaUNOHHbIN dann
zebra.conf n KOHUrypaumoHHbI dann npoTokona.

AOna rpynnoBo HaCTPOMNKM:

1.

2.

3.

MepeianTe K CUCKY CETEBbLIX YCTPOUCTB M BblAENUTE C NOMOLbIO Knasuwun <Ctrl> rpynny ycTpoicTs, Ans Ko-
TOpbIX HE06XOAMMO HAaCTPOUTL ANHAMUYECKYO MapLUpyTM3aLMIo.

Ha>xMuTe Ha naHenn MHCTPYMEHTOB KHonky "MpynnoBbie onepaunn”.
Ha skpaHe nosaBMTCS OKHO MacTepa rpynmnoBbixX onepauui.

MacTep rpynnoEsX ONepaLymi (war 1 us 3)

MapameTpel .
MapameTpel yeTp olicTB, ..
.

OBwme cEefeHWA Yacosoii noac

HKypHansl {UTC) Bpema & dopmate UTC -
MappyTHsagma

CEAZH Beened B akcnnyaTawae

Hacrporiku SMMP Markumid pexin

YNeHCTED B rpynnax
AyTEHTUDHKELMA NoNbSDBaATENESH

Bepowa NGO
] ONTMMIU3aLMA NPaBKN BUNETPELWN

MWHUMaNEHEIA pasMEp CRMMEEMOro NakeTa, GanT 1500
Mepyoa KOHTPONA LENOCTHOCTH EANos, MWH. 1440
Pasmep npoBepAemMoro cermMeHTa QaHHblx, BaiT 0

| AeTomaTmiueckmit nowck, MTU & kaHane ynpaenerua
| BeTomanadeckuii nowek MTU B kaHane VPN

Yetavoeuts MSS nonbsoBatentcKoro TpaguKa 0

Manee = OmenHa

MepenauTe B pasgen "MapwpyTtusaumna" v Beibepute TN MapwpyTtusaumm — "AunHamMmmyeckas".
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Brimanme! MsmeHeHs nonHoCTe SaMEHAT HACTPORKW MapLWIPYTMSaLMI Ha BeIBPaHHELX
KPMNTOrpadmyeckix wosax!

Thn MapWpyTMEaWM | AMHEMUMYECKERA -

Kondwrypawna zebra

MrMNopTMPOBaTE KOHDMIYDELMKD

MpoTokons

MrMNopTMPOBaTE KOHDMIYDELMKD

Mpotokon OSPF | MpoTokon RIP - Mpotokon BGP

4. 3arpysuTe KOH@UrypauMoHHbln ann zebra. [Ang 3TOro HaxmuTe KHOMKYy "MIMNopTupoBaTb KOHMUrypaum" u
yKaxuTe nyTb K danny.

5. [lNepenanTe Ha BKNaAKy TpebyeMoro NpoToKosia 1 3arpy3uTte COOTBETCTBYHOLWMNA KOHMUIypaUNOHHbIN dai.
6. Haxmunte kHonky "danee".

Ha skpaHe nosaBuTCA cneaytoliee OKHO MacTepa C NnpeaynpexaeHmMeM O BbIMOIHAEMOM onepaumu.
7. Haxmunte KHonky "MpuMeHnTbL".

Onepauus 6yaeT BbINOJSIHEHA, U Ha 3KpaHe NOSIBUTCS CleAylolee OKHO MacTepa, oTobpaxatowee pesynbTaThl
BbIMOSIHEHHOM onepauun. B HMXHEN YacT OKHa pacnosioxeHa ccbisika "lMocMoTpeTb oTyeT", N0 KOTOPOW MOX-
HO BbI3BaTb AETa/IM3MPOBaHHbIE pe3ynbTaTbl onepauumn B BUae TeKCToBoro daina.

8. HaxmuTe KHOMKy "0TOBO" ANS 3aBepLleHUs onepaunu.

HacTtpounka pparmeHTauum nakeToB

B pamkax MexaHu3MOB (pparMeHTaumMm nepenaBaeMbiX MakeToB Ha CETEBOM YCTPOMCTBE MpedyCMOTPEHbl cie-
AyloLmne HaCTPONKu:

e npuHyauTenbHas yctaHoBka ¢nara DF (Don't fragment);
e 3aaaHue 3HadyeHusa MSS.

MpuHyanTenbHasa yctaHoBKa ¢pnara DF BbINONHAETCSA pa3fenbHO Ha KaHane ynpasneHus n kaHanax VPN. Mo ymon-
YaHuio nocne ycraHosku MO M nHMuManusauum ceTeBoro YCTpOMCTBa NpuHyaAnTenbHas yctaHoska ¢nara DF ans
KaHana ynpasseHusa n VPN-kKaHanoB BKlOYEHA.

BHumanue!
HacTtpoliky cbparmeHTaLum NakeToB BbLINOMHAKT LieHTpanu3oBaHHO cpeacteamu 1Y LIYC. lMpueegeHHble Huke npouedypbl HACTPOWKW pe-
KOMEHIYeTCs NPUMEHSTb B TEX CRyyasix, Koraa no kakimM-nubo npuumHam HacTpOiAKY HEMb3s BbINOMHUTb LIEHTPANnM30BaHHO.

Ans HacTpoku pparmMeHTaLMm NaKeToB:

1. lMeperanTe K MEHIO IOKANbHOM HAaCTPOMKM NapaMeTpPoOB CETEBOIro YCTPoncTBa (CM. cTp. 58).

2. BeauTe B CTpOKe BBOAa HOMep KoMaHAbl "HacTpolika dparMeHTauun" n HaxmuTte kKnasuwy <Enter>.
Ha skpaHe nosaBUTCSA MeHI0 HacTpoek dparMeHTaunm.
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Texympe HaACTPOMKM GparMeHTauum

BiioxMpoBaTk $parMeHTMPOBaHHEM Tpadmuk

OTkiloueHue aBToOMaTHMueckoro nomcka PMTU nnst xkaHajla ynpabBJIeHUS
OrkiloueHue apBToMaTuMueckoro nomcka PMTU nnst xaHana VPN
HacTpoika MSS

: Bmxogm

BeibepuTe nyHKT MeHO (0 — 5):

ould WN R

[Onsa HacTponku dparMeHTaumMm Uam BbiXoga M3 MEHIO BBEAUTE HOMEP HYXXHOM KOMaHAbl U HAaXMUTE KNaBuLly
<Enter>.

Ana npocMoOTpa TeKyLlero COCToOssHMA HacTpoek (pparMeHTaumm:

1.

2.

B MeHI0 HacTpoek (pparMeHTaunn BBeAUTE HOMep KoMaHAabl "TeKylune HacTpomKnM parMeHTaumm" n HaxmuTe
Knasuwy <Enter>.

Ha sakpaHe 6yayT 0To6paxxeHbl 3HaYEHUS TEKYLLUX HAaCTPOeK hparMeHTaLmm:

llomck MTU pmist xkaHajla yNpaBJIEHMUSI BKIIOYEH
Ilonck MTU pnss VPN kxaHAJIOB BKIIOYEH
MSS noneSo0BaTeNBECKOI'C Tpabmka He MBMEHsIeTCs

Mpumeyanue.
“Mouck MTU ons <Ha3saHue kaHana> BkntodeH"— cnar DF Ha IP-nakeTsl crasutes; "Monck MTU ans <HassaHue kaHana> BbIkioyeH" — dnar
DF Ha IP-nakeTbl He cTaBuTCA.

Ons HacTponku ddparMeHTauMm Uam BbiXoga U3 MEHIO BBEAUTE HOMEP HYXXHOM KOMaHAbl U HAaXMUTE KNaBuLly
<Enter>.

Ansa 6noknpoBku/pa3zbnoknpoBku pparMmeHTMpOBaHHOro Tpadumka:

1.

2.

B MeHlO HacTpoek dparMeHTaummM BBeAUTE HOMep KoMaHAbl "BnokuposaTb/pasbnokuposaTtb dpar-
MEHTUPOBaHHbIN TpaduK" 1 HaXxXMuTe Knasmwy <Enter>.

BbinonHuTCcs 6noKknpoBKa/pas6bnokmMpoBka GparMEHTUPOBAHHOIO Tpadrka U Ha 3KpaHe MOSBUTCSA MEHI0 Ha-
CTpoek (bparMeHTaumm.

B MeHI0O HacTpoek parMeHTauMm BBeauTe HOMep KoMaHAabl "Bbixoa" v HaxmuTe knasuwy <Enter> ansa Bos-
BpaTa B MEHIO HAaCTpOEK.

Ana BKAOUYEHUs /OTKNIOUEHUA NPUHYAUTENIbHOW yCTaHOBKM ¢dnara DF:

1.

2.

B MeHl0 HacTpoek dparmeHTauum BBeauTe HoOMep KoMaHabl "OTKIoUeHne/BKIlOUYeHMe aBTOMaTMYecKoro no-
ncka PMTU..." ana kaHana ynpasnenus unn VPN-KaHanoB U HaxmuTe knasuwy <Enter>.

BbIMONHUTCS BKIKOYEHME/OTKITIOUEHNE pPEXUMa NPUHYANTENbHON ycTaHoBKkM dnara DF 1 Ha 3kpaHe nosaBuTcs
MEHI0 HAaCTpoeK pparMmeHTaumu.

Mpumeyanue.
[ins npoBepKu pesyrnbTara BbINOMHEHUs KOMaHb! UCNONb3yMTe koManay "Moka3aTh TekyLLme HaCTPOMKK hparMeHTaumMn".

B MeHI0 HacTpoek parMeHTauMm BBeauTe HOMep KOMaHAabl "Bbixoa" v HaxMmuTe knasuwy <Enter> ansa Bos-
BpaTa B MEHIO HAaCTPOEK.

Onsa HacTpoku MSS:

1.

B MeHt0 HacTpoek parmeHTaumm BBeauTe HoMep koMaHabl "HacTtporika MSS" n HaxmuTe knasuwy <Enter>.
Ha skpaHe nosBMTCSA MEHIO HacTpoku MSS.

1: NpocMoTp 3BHaueHus MSS

2: YcTaHOBKa BHauveHuss MSS

3: Tekyumee 3HaueHme MSS

0: Bmxon

BribepuTe nyHKT MeHI0 (0 — 3):

KomaHpa OnucaHue

MpocmoTp BbIBOA Ha aKpaH TeKkyLlero 3HayeHns MSS.
3HayeHusa MSS | BHuMaHme! Mocne yctaHoBky MO 1 MHMLMANM3auumn CETEBOI0 YCTPOMCTBA MO YMOYAHUIO YCTaHOBEHO
3Ha4veHune "MSS nonb30BaTenbCKOro Tpadurka He nameHsetTcs"
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KomaHpa OnucaHue

YcTaHoBka BBoA BpY4YHYIO 3Ha4YeHus n3 gnanasoHa 536-1408
3HavyeHnsa MSS

Tekylee 3HaveHne MSS ycTaHaBnMBaeTCsA aBTOMaTU4YeCcKu
3HaueHne MSS

Bbixoa Bo3BpaT B MEHI0 HacTpoek pparMeHTaunm

2. BBeauTe HOMEp HYXHOM KOMaHAbl ¥ HaXMUTe Knaeuwy <Enter>.

OcobeHHocTb paboThbl KLU Kak TpaH3MTHOro ycTponcTBa

Huxe Ha pucyHke nokasaHbl XocT 1, 3awuuwaembiii kpuntowntosom KL 1, n Xoct 2. Kpuntownto3 KL 1 BbI-
NosHAEeT MYHKLUMM MEXCETEBOIO 3KpaHa.

mtu 1500

mtu 1000

Ha nHtepdeiicax poytepa 3agaH mtu 1000. Ha nHtepdericax KLU 1 mtu no ymonuyanuio — 1500.

XocT 1 nocbinaet nakeTbl XocTy 2 ¢ mtu 1300. Tak Kak Ha poyTepe 3aaaHo 3HadeHne mtu 1000, oH He nponyckaeT
nakeTbl OT xocTa 1 1 nocbinaet xocTy 1 icmp-coobuieHne o HeobX0AMMOCTM YMEHbLLUTL pasMep OTnpaBasieMbiX na-
KEeTOB.

Mo ymonyaHuto KLU 1 He nponyckaeT icmp-coobuieHne oT poyTepa K XocTy 1. MoaTtomy ansa Toro 4ytobbl xocT 1 no-
ny4yunn icmp-coobleHre o0 HeobXo0ANMOCTM YMEHbLWNTb pa3Mep oTnpassseMbix nakeTos, Ha KLU 1 Heobxoanmo 3a-
AaTb NpaBuno duabTpauum, paspeLlarollee NPoxXoXaeHWe icmp-nakeToB OT poyTepa K XocTy 1.

YHpaBneHMe CMNCKOM CBA3aHHbLIX ceTeBbIX YCTPOVICTB

MNMepeyeHb CeTEBbLIX YCTPOWCTB, C KOTOPbIMW AAHHOE YCTPOWCTBO [AOJSIKHO YCTaHaBAMBaTb 3alUMLLEHHble CO-
eAVHEeHUs!, onpeaensieTcsl CMUCKOM CBSI3aHHbIX CETEBbIX YCTPOWCTB. B 3TOM cnyyae Tpaduk Mexay ceTeBbiMU
yCTpocTBaMu 3ainMdpoBLIBAETCS], B MPOTUBHOM C/ly4Yae HeT.

Ecnn KW ¢ LIYC B naccmMBHOM pexuMme MMeeT napHble CBS3U C APYrMMU YCTPONCTBaMM, TO B XOAE CUHXPOHU3ALNMU
B LYC npu nonyyeHum akTyanbHor B[ npousoinaeT yaaneHue K4uen aTux ceasen. Knwum aBTOMaATUUECKHM
BOCCT@HOBSITCS, HO B 3TO BPeMS BO3MOXHbI NepepbiBbl B MPOXOXAeHUM WndpoBaHHOro Tpaduka. B cBs3n ¢ aTum
He peKkoMeHAyeTCs co34aBaTb NapHble CBA3W Ha YCTPOMCTBax B NACCUBHOM peXxnMe.

BHumanme!
Mpw pesepaupoBannn LIYC He pekomeHayeTcs cospaBath napHble ¢Bsan Ha KLU ¢ LIYC Bo u3bexaHue notepu Yacty WwudpoBaHHOMO Tpadmka Ha
9TWX YCTPOWCTBAX.

KonnuecTtBo 3awmuieHHbIx coegmHeruin (VPN-kaHanoB) ANS KaXAoh mapbl CBSA3aHHbIX CETEBbIX YCTPOWCTB CO-
OTBETCTBYET KO/IMYECTBY 3aperncTpupoBaHHbIX B cucTeMe knaccoB Tpadumka (cM. cTp. 52). CocrtosaHue VPN-ka-
HanoB oTobpaxkaeTcsa B pasaene "LleHTp ynpaBneHus ceTbio" 061acTn 06bEKTOB yNpaBieHus.
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Ans ¢bopMupoBaHUA CNUCKA CBA3AHHbIX CETEBbIX YCTPOMCTB:

1. BbI30BUTE KOHTEKCTHOE MEHI0 KPUMTOLWII03a, ANS KOTOPOro Heo6xoaAnmMo copMmpoBaTh NapHble CBA3U, U aK-
TMBUpPYNTE KOMaHAay "CsoicTea...".

Ha akpaHe nossBUTCS OKHO HAaCTPOMKM CBOMCTB AaHHOIro KpMNTOLW/I03a.
2. [leperiante Ha BkNaaky "Ceasun".
Ha Bknaake otobpaxkatoTcsa aBa cnmcka: "CeoboaHble kpunTowsito3bl" 1 "CBS3aHHbIE KPUNTOLWO3bI".

CEOMCTES KpUNTOWNK0Ea - KLU

OBLMe cEeaeHNA 1. MameHeHua B HACTpoiikax CBAZER NPUMEHATCA HEMEANEHHD.
MHTepdedicel CeoBoHbBIe KPUNTOLLINK36! CeR3aHHEIE KPUNTOLINK3E!
¥npaeneHwe QoS
P HazsaHue Hazsarwe MpyopuTeT Cxame Bpemn
DHCP Kl ¢ LIYC
Kill4 >
}K}'p Hankel K2

K3
Pe3epEHpOBaHHE

MapLupyTuzauua
MuUlti-WaN

DMNS
Wrropwpoeate dnar DF B saronoskax nakeTos
CeAzn
Jawnwaemeie ceTeBbIE 00 BEKTEL
:'lJ'IbTEpHEITHBHbIE ag...

Funetp:  Bre u
S5H
CeTesoit 0GbeKT |P-agpec KW MpuoputeT
SNMP
YneHCTBO B rpynnax
Bepcua MO
TecmpoBaHue nuHka:  MuTepean: ¢ [Monemok:

O

Ecnn NMapHbie CBA3N MeXAay KpunTtowiko3aMun He COo34aBainCb, CMUCOK CBA3aHHbIX KPUNTOLWIHO30B 6YLI,eT ny-
CTbIM.

3. CdopMUpyiTe CNUCOK CBA3AHHbLIX CETEBbIX YCTPOWCTB. [/1 3TOro nepeMectuTe KpUMTOL03bl, C KOTOPbIMU
[OSKHa 6bITb YCTaHOBNEHa NapHas CBA3b 4AHHOIO KPUMTOLL/033a, B CNUCOK "CBA3aHHblE KPUMNTOLLO3bI",

MNepemewalite BbiIbpaHHbIE 3/1EMEHTbI M3 CIMCKA B CMMCOK C MOMOLWbIO KHOMOK "<", "<<" n ">" ">>",

4. Ecnwn panHbii KW (Ha pucyHke Huxe KLU 1) nmeeT napHble cBA3un ¢ aAsyMsa apyrumum KW (KL 2 v KW 3), k ko-
TOPbIM UMEET NPUBA3KY OAMH M TOT XKe 3allmLiaeMbli ceTeBolr 06bekT, Heobxoanmo ans kaxaomn ceasm (KL 1—
KW 2 n KW 1—KLW 3) ykasaTb NpUOPUTETbI, B COOTBETCTBUM C KoTopbiMu KLU 1 6yaeT oTnpasBnsAtb 3a-
WwndpoBaHHbIE NAaKeTbl 3aliMLLaeMoMy ceTeBoMy 06bekTy. [ins aToro Bbigenunte none "MpuoputeTt", packporite
CMNCOK W BblbEpUTE B HEM HYXHOE 3HavyeHne. [JonyCcTuMble 3HadYeHus: 1-255.
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CEOMCTEa KPMNTOWAK3a - KL

OfLMe CEEgeHA 1. Wsmenerwa B HacTpolikax CBASEA NPMMEHRADTCA HEMENEHHD .

MHTepdeick CeoBogHeIe KpUNTOLMD Sk CeAsaHHbIE KpUNTOWNIOSE!

¥npaenexue QoS

P L HassaHue Haszsarme lMpuopuTeT Came Bpema

DHCP Klll ¢ LIYC » K2 10 Bes ckamn 14:25:02 09.0..
KlLl4 K3 20 Bes ckamin 17:02:27 09.0.

Kypranel

Pe3epEUPOBAHIE

MapLwpyTzauna <

hAUlti-WAN

DMS

5. [lpu HeobxoaumocTn ansa kaxagoro KLU n3 cnucka "CBsi3aHHble KPUNTOLWO3bI" YKAXUTE HYXHbIA PEXNM CKa-
TN nepeaasaeMbix IP-nakeToB. [nsa aToro Bbigenute nosne "CxaTtue", packpoinTe Cnncok n Bbibepute B HEM
HY>XXHOE 3HayeHue.

Cnucok coaepXuT 3HadveHunsa ot "1" go "9" u "be3 cxaTtmsa". MNpu nepexoae ot pexuma "1" k pexumy "9" cre-
neHb oxatms IP-nakeToB yBEMUYMBAETCS U, COOTBETCTBEHHO, YBEIMUYMBAETCS BpeMs cxaTus. Mpu Bbibope 3Ha-
yeHus "be3 cxaTtnsa" cxkaTtme IP-nakeToB HE OCYLLECTBASIETCS.

6. Ecnu npm obpabotke IP-naketoB Heobxoammo wurHopuposaTtb ¢dnar DF B 3aronoekax, ycCTaHOBUTE CO-
OTBETCTBYIOLLY OTMETKY.

7. [ns kaxaown napHoi cBasn gaHHoro KL (Ha pucyHke Bbiwe — KLU 1) 3agariTte napaMeTpbl NMPOBEPKU pa-
6oTocnocobHoCTM KaHana. [nsa aToro Bbiaenute B cnncke "CBsA3aHHbIE KpUNTOLWO3bI" CTPOKY NMapHOW CBS3U.

B HMXXHEN YacTn oKkHa 0T06pa3VITCFI CMMCOK 3alUMNLLAEMbIX CETEBLIX 06BHEKTOB.

Ha pucyHke Huxe BbibpaHa napHas ceasb KW 1 — KLU ¢ LYC. MNpwn 3TOM B CNMUCKe 3aliMLLiaeMbIX CETEBbIX 06beK-
TOB 0TO6pa3ATcs npmesidaHHble K KL ¢ LIYC ceTeBble 06bekThl host 1 1 host 2.

CEOMCTER KPUNTOWAK3E - KL

Ofupe ceegeHna 1. Wamererns B HacTpofKax CBAZEN NPUMEHAIOTCH HEMELNEHHO.
WHTepdeiickl Ceofo0Hble KPUNTOLMOS! CBAsaHHEIS KPUNTOLLNID 3k
L[EEEIIE (e HazsaHue HazeaHue MpwopmeT Cxame Bpema
DHCP K4 Klll ¢ LIYC 10 3 14:23:3809.0...
K13 KLz HeT Bes cxamn 14:25:0205.0...
HKypHansl
PezepENpOEaHNE <4
MapLupyTH3auua <
Multi-WAN
DMS
Wriopupoeate nar DF B zaronoexax naketos

Cenzn

Jawmuaemsie ceTeskie 06 beK oI Kl c LIYC
;"n'J'IbTEpHaTHBHbIE ag..

Funetp:  Bee
55H

Cetesol oBbexT |P-anpec KL MpuoputeT

SNMP host1 11.11.11.15/32 KWl ¢ LIYC &0
UNeHCTED B rpynnax hast2 12.12.12.15/32 KW ¢ UYC @0
Bepcua MO

Tecwpoearue nvHka: Murepean: 19 + c© [Monemok: 3 -

G
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BHumaHme!

[ins npocMoTpa cnucka 3alLuLLaeMblX CETEBbIX 0GBEKTOB MOXHO UCMONb30BaTh (UNbTP. BapuaHTbl UCnonb3oBaHus unbTpa:
* Bce — B cnucke oTobpaxatoTcst BCe ceTeBble 06bEKTI, NPKBS3aHHbIE B paMKax BbIGpaHHO! NapHOi CBSI3N;

*  MHoro cBs3eit — oToBpaxaloTcs ceTeBble 00bEKTHI, NPUBA3aHHbIE K 6onee yem ogHomy KLL;

* OpHa cBs3b — oTobpaxaroTcs ceTeBble 06bEKTbI, MPUBSA3aHHbIE TONbKO K ogHoMy KLL.

8. B none "WHTepsan" BbibepuTe MHTEepBan BpeMeHW Mexay nposBepkamum pabotocnocobHocTn kaHana. [Jo-
CTYMHble 3HayeHus: 1-60 cekyHa.
B none "MonbiTok" BbibEpUTE KONMMYECTBO MPOBEPOK, Ha OCHOBAHMW KOTOPbIX MPUHUMAETCS pelleHue O He-
paboTocnocobHoCTU KaHana. [JocTynHble 3HaveHus: 1-10.

Mpumeyanme.
BBeneHHble 3HaueHuns ByayT npuMeHeHbl K kaxaomy KLU napHoii cesism.

9. Haxmute kHonky "OK" ans coxpaHeHUst UBMEHEHWA.
N3MeHeHMs B 4aHHOM Anasniore BCTynatT B CUY Cpa3y NOC/e UX BHECEHUS.
C 3TOro MOMeHTa AaHHbIe CETEBbIE YCTPOMCTBA MOTYyT YCTaHaBIMBaTb MeXAy Cob0i 3alinLLeHHOe COeaMHEHME.

BHumaHue!
lMapameTpbl cxaTns IP-nakeToB Kaxgoro 13 ABYX KPUNTOLLIIO30B, COCTaBNAOWMX napy B3aumoaecTaylowmx KLU, HacTpanBatoTcs 0T4enbHO 1 Mo-
ryT He CoBMaaathb.

YctaHoBKa BpemeHu Ha LIYC

MpaBunbHyO Tekywylo aaTty u Bpemsa Ha LIYC MOXHO yCTaHOBUTb BPYYHYH WM UCMNONb30BaTb PEXWUM CUH-
XpoHun3aumm ¢ NTP-cepBepaMm TOYHOIO BpEMEHMU.

Onga 3apgaHnsa pexuma CuHXpoHusauum ¢ NTP-cepBepoM Heobxoammo ykasaTb ero DNS wnu IP-appec. CuH-
XpoHu3zaumnsa ¢ NTP-cepBepOM OCYLUECTBASETCHA KaxAbli vac. [peaycMoTpeHa BO3MOXHOCTb 3a4aTb CAMCOK cep-
BEPOB TOYHOrO BpeMeHW. B 3TOM ciydyae Ansa CMHXpPOHM3aLMW aBToMaTUUYeCcKn BblibupaetTca Hanbonee TOUYHbIA U3
HUX.

Onsa NTP-cepsepa, paboTatowero noa ynpasneHmem OC Windows, Ao/KHbI 6bITb YCTaHOBJIEHbI Cneayowme 3Ha-
YeHusl NnapaMeTpoB peecTpa:

e regedit SYSTEM\CurrentControlSet\Services\W32Time\Config\LocalClockDispersion = 0
e regedit SYSTEM\CurrentControlSet\Services\W32Time\Config\AnnounceFlags = 5

Ans yctaHOBKM BpeMeHu Ha LIYC:

1. BbI30oBUTE KOHTEKCTHOE MeHK pa3gena "LYC" obnactnm obbekToB yrnpaBrieHMsa n Bbibepute komaHay "Ceomn-
ctea".

MosiBuTCS okHO "CBolicTea LIYC".
2. NepenguTe Ha BkNaaky "daTa n Bpema”.
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CeoiCTEa LIYC x

OBwKe CEEgEHUA 575 u spema

fata u Epema 31.03.2018 12:58:02 (UTC)

MoAUTHESE ayTEHTUGMEALMK
JanHeie oToGpaxaoTea and yacosoro noca Kl ¢ LYC

WzmMeHuT: gaTy W BpemMA...

Cyrxpornzalwa spemenn yepes NTP

MTP-cepeepe

Anpec cepeepa

v

Ha Bknaake otobpaxatorcs:

e TeKyllas AaTta un BpeMms ang dacosoro nosica KW ¢ LIYC;

e [10J1€ BKJIOYEHMSA NN OTKITIOYEHUS peXmnMa CUHXPOoHM3aumn c NTP-cepsepamu;
e cnuncok NTP-cepBepoB (eCcnm pexuM BKITHOYEH).

[Ona ycTaHOBKM AaTbl U BPEMEHU BPYYHYIO yAanuTe oTMeTKy B none "CUHXpoHu3auums BpemMeHu yepe3 NTP"
(ecnu oHa ycTaHOBNEHA) U HaXXMUTE KHOMKY "MI3MeHuUTb AaTy U BpeMms...".

MosBUTCA OKHO HaCTPOWMKM AaTbl U BpDEMEHM.

BeeauTe aaty v Bpems n nepengute K n. 8.

[ns 3agaHns pexnma CMHXpPOHU3aumMn yCTaHOBUTE OTMEeTKY B nosne "CnHxpoHusaums BpeMmenmn yepes NTP".
CTtaHeT fOoCTynHOW KHonka "[obasBuTtb".

HaxxmuTe KHonky "[obaButb".

Ha 3kpaHe noasuTCa OKHO A1 BBoAa aapeca NTP-cepsepa.

Beeaute agpec NTP-cepBepa 1 HaxxmMuTe kHonky "OK".

Mpumeyanme.
[Honyckaetcs Beog kak IP-agpeca NTP-cepsepa, Tak 1 ero ceTeBoro umenn. Ecnv BBoanTtcs cetesoe ums, B ceoictBax KLU ¢ LIYC Heobxoanmo
ykasaTb DNS-cepsep (CM. HUXe).

OkHo BBOAa agpeca 3akpoetcsl, u NTP-cepsep 6yanet nobaBneH B CNMCOK.
MNpu HeobxoanMocTM Ao6aBbTE B CMNCOK APYrue cepBepsl.

Ona paboTbl CO CMMCKOM UCMOJIb3YATE KHOMKW, pacrosioXXeHHble CnpaBsa.
[na coxpaHeHUs BbINOAHEHHbIX U3MEHEHNI HAaXMUTe KHonky "OK".

Hactpownka DNS

Ansa HacTpoiku cnucka DNS-cepBepoB:

1.

Bbizosute okHo ceorcTe KL ¢ LYC n Bbi6epute Bknagky "DNS".
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Ce0iCTEa KPUNTOWNZE -

Obuwe caeaeHnA DMNS-cepsepsl B NopAOKe NPUOPMTETA

MuTepdelics Lppec cepmepa
¥npaenexuwe QoS

DHCP

KypHanel

MapwpyTuzauna

Multi-WanN

DS OoBasuTe. ..
CeAzn

ANETEpQHATUEHEIE 34,..

SSH

SNMP

“YNEHCTEO B rpynnax

BepcuA Mo

OmeHa MpuMeHnTE

Ha Bknaake otobpaxkaetcs cnncok DNS-cepBepoB, yrnopsaodeHHbI No yYObiBaHMIO NpUopuUTETa.
2. [nsa pobaBneHns HOBOrO CepBepa B CIUCOK HAXMUTE KHonky "JobasuTtb".
Ha akpaHe nosiBUTCs OKHO BBOoAa IP-agpeca.

Beog agpeca b

IPwd IPv6

Anpec | |

v

3. Bbibepute npotokon (IPv4 nnu IPv6), BBeanTe IP-agpec 1 Haxmute kHonky "OK".
YKaszaHHbI agpec nosiBuTca B cnncke DNS-cepsepos.

4. Tpu HeobxoamMmocTn aobasBbTe Apyriue DNS-cepBepbl U ynopsaoubTe CIUCOK B COOTBETCTBUM C NPpUOpUTETAMM
CepBepoB C NOMOLLbIO KHOMOK, PAcroJfiIoXeHHbIX CrpaBa.

Ons yaaneHnsa unv naMeHeHus agpeca BbibpaHHOro B CNMCKe cepBepa UCNosb3ynte KHOMNKKM "Yaanuts" n "Us-
MEHUTb..." COOTBETCTBEHHO.

5. [Ans coxpaHeHUs BbINOSIHEHHbIX U3MEHEHUI HaxXMuTe KHonky "OK".

HaCTpOVIKa ANCTaHUMOHHOIo gocTtyna no npoTokKony SSH
HacTpoiiky AocTyna K CETEBOMY YCTPOWCTBY MO NPOTOKOSY SSH MOXHO BbINMOSHUTL CpeACTBaMM TOKASIbHOIO yrpaBs-
nexwmsa (cm. [3]) nnmn B MY LYC. Hmxe npuBeaeHo onmcaHune Hactpoiikm B MY LYC.

[ns poctyna no npoTtokosly SSH HeE06X0AMMO HaCTPOUTbL YUYETHYI 3anncb agMMHUCTpaTopa U fo6aBuTb ero yaa-
NeHHbI IP-agpec B CNMCoK paspelleHHbixX IP-aapecoB COOTBETCTBYIOLWENO CETEBOrO YCTPOICTBA.

Mpumeyanmue.
CobbITns, cBA3aHHbIE C 4OCTYMOM K CETEBOMY YCTPOUCTBY NO NpoToKOy SSH, perucTpupytoTcs B ro CEeTeBOM XypHarne.

Ansa npenocraB/ieHUs agMUHUCTPATOPy NpaBa AUCTAHLMOHHOIO fAocTyna:

1. B Ny UYC co3palite HOBYIO yYETHYIO 3anucCb JloKanbHOro agmMmuuctpaTopa KW (cM. [3]) wnn nepengure K yxe
CO3aHHON 3anucu.
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NokansHBIA 3AMHUHHWCTPATOP X

Wrag | NokansHeli anMHucTpaTop| |
Morux admin
MNapons
MNonTeep:xOeHe napona
MocTyn K ceTeBeM yCTpoAcTEamM LoBazum Yaanus
HanmeHosaHe NMokaneHeid gocTyn | YaanéHsemd TeppuHan | Doctyn no SNMP
KL ¢ LIYC Oa Aa Her
| MokansHeld gocTyn | ¥ anéHHeR TeprHan Ooctyn no SNMP
JafnokmposaH oK Omsna

2. B cBolicTBax y4eTHOM 3anncu agMMHUCTpaTopa BbibepuTe TpebyeMble CeTeBble YCTPOCTBA U YCTaHOBUTE OT-
METKY B none "YaaneHHbii TepMmHan”, 3ateM HaxmmuTe kHonky "OK".

Coser.
[ins BbIGopa HECKOMbKMX YCTPONCTB AOMYCTUMO UCnonb30BaTh knasuwi "Ctrl", "Shift" n/wnu mbiwwe.

Ansa ¢popMmupoBaHmnsa cnucka paspeweHHbix IP-agpecos:

1. Bbi30BMTE OKHO CBOWCTB CETEBOro YCTPOWCTBA, nepenaute K Bknaake "SSH" n ycraHoBuTe OTMETKY B none
"BkntounTtb goctyn no SSH".

CEOMCTEE KPWMTOWA03E - KLU

OfLne cBeaeHUA

] Bkniowate pocTyn no S5H

VIHTE preficel

¥npaeneHwe QoS5 Anpec NPUHUMAIOWLETD COEMMHEHUA 1111

DHCP =
MopT NpHHUMatDLWLEr 0 COBMMHEHMA 22 -

HKypHansl

Crncok paspewsnHer: |P-agpecos
MapLupyTizauma

Multi-Wan IP-anpec JELELT
DNS

CeAzn

ANETEpHATUEHLIE 34,..

S5H

2. BbibepuTte B nosne agpeca npuHumatowero coeanHenms IP-agpec tpebyemoro nHtepderica ynpasneHus, 3atem
yKaxuTte NopT NPpMHUMAIOLEro COeaMHEHNS.

3. Cdopmupyite cnmcok IP-agpecoB, MMeKLWMX aAMUHUCTPATUBHbINA AOCTYN K 3TOMY CETEBOMY YCTPOMCTBY MO
npoTtokony SSH, ncnonb3ys kHonku "Job6aButb" 1 "Yoanuts".

4. Haxmute kHonky "OK".

Ana OTKNIO4YEeHUS AMCTAaHLUMOHHOIro AO0CTyna no nporokony SSH B Ny LYC:

e B MY LYC Bbl30BMTE OKHO CBOMCTB CETEBOr0 YCTPOMCTBA, K KOTOPOMY HEO6XO0AMMO OTK/IUMTbL AOCTyn,
nepenauTte Kk Bknagke "SSH" n ynanute otmeTky B nose "BknounTtb Aoctyn no SSH" (CM. puCyHOK Bbille).
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AN oTKJIIO4YEeHUA ANCTAaHLMOHHOIO AOCTYyNa cpeACTBaMM JIOKaJZIbHOro yrpaBJ/ieHUA:

1. B rnaBHOM MEHI0 NOKANbHOrO ynpaBfieHUs BBeAUTE HOMep KOMaHAbl "YnpasneHuwe koHbwurypaumen" mn Ha-
XMUTe Knasmuwy <Enter>.

2. B OTKpbIBLUEMCSI MEHIO YNpPAB/EHNS CETEBLIM YCTPOMNCTBOM BBEAUTE B CTPOKE BBOAA HOMep KoMaHAabl "HacTpoii-
Ka AoCTyna yAaneHHoro TepMnHana" n HaxmuTe Knasuwy <Enter>.

Ha skpaHe nosaBuTCA MeHI0 HacTpoek SSH.
3. BBeauTe HOMep KOMaHAb! "BbIKIOYMTL CEPBUC yAaNEHHOro TepMUHana" n HaxmuTe knasuwy <Enter>.

OwarHocTuka ceteBoro YCTpOVICTBa

Ans gnarHoctuku pab6oTtbl ceTeBoro ycrpoiicresa B MY LLYC:

BHumaHue!
B texywen Bepcum MO anarHocTuka LA He nopnepxuBaeTcs.

1. Bbibepute B 06nactn o6beKkTOB ynpaBneHus Tun yCTpomnCcTBa, 3aTEM BbI30BUTE KOHTEKCTHOE MeHto Tpebyemoro
yCTpoOKCTBa 1 Bbibepute KOMaHAY ANArHOCTUKWN CETEBOro yCTPOMCTBA.

Ha akpaHe nosaBUTCS OKHO AMArHOCTUKU CETEBOIro YCTpOﬁCTBa.

AuarHocTuea KL X

Pecypesi KLLI | OT4éT 0 BoINONHEHMA

Boinontims
arp/ndp
ping
traceroute
tepdump
Tabauua cocToAHNI
CeTesnle COEAMHE...
Lugppatop
TEXHONOTHYECKHI ...

OTnanauHkii v i

Jakperms

2. Bbibepute Tpebyemyto BKNaaKy, Npy HEO6XOANMOCTM YKaxnTte HeobXoanMble AaHHbIE U HAXMUTE KHOMKY "Bbi-
nonHuTh" nnu "Monyunte".

Bknapgka

OnucaHue

Pecypcbl <ceTeBoro
ycTpoicTea>

NHbopMaLumsa o pecypcax ceTeBOro yCTponcTea:
® 3arpy>XeHHOCTb Ka)4oro npoLeccopa;
e 06WKMN, NCnonb3yembi N CBO6OAHbBIN 06bEM ornepaTUBHOMN
namsitTu;
e OTYEeT MO UCMONb30BAHWNIO ANCKOBOIO NPOCTPAHCTBA;
e CBeJeHMs 0 3anOoSIHEHHOCTU XYpHanoB

Arp/ndp

Coaepxumoe ARP- 1 NDP-kelua ceTeBOro yCTponcraa

Ping*
(Tonbko ana KLU)

Pe3ynbTaTbl BbINOMHEHNA KOMaHAbI ping Ha CETEBOM YCTPOMNCTBE.
Heobxoanmo npeaBapuTenbHO ykasaTtb IP-agpec, coeamHeHune ¢
KOTOPbIM HE06X0AMMO NPOBEPUTDL, U KONNYECTBO TECT-NAaKETOB

Traceroute*
(Tonbko ana KLU)

Pe3ynbTaTbl BbINOIHEHMA KOMaHAbl traceroute Ha ceTeBoM
ycTporictBe. HeobxoamMmo npeasapuTenbHoO ykasaTtb IP-agpec
Ha3Ha4YeHUs N MaKkCMMasabHOE KOIMYeCTBO "MpbiXXKoB"

Tcpdump

NHdopmMaums o ceTeBoM Tpaduke Ha onpeaeneHHoM nHTepdeice.
Heobxoanmo npeaBapuTenbHO BbibpaTb MHTepdeic, dunbTp B
dopmaTe koMaHabl tcpdump 1 KONMYECTBO NakeToB Tpaduka Ans
npocmoTpa.

[nsi ceTeBOro yCcTponcTBa, BbIBEAEHHOIO M3 3KCMlyaTaunm, Takxe
AOCTYMHO BbINOJIHEHME KOMaHAbl tcpdump B ABOMYHOM Koae Anis
nocneaytoLlero CoOXpaHeH1s 1 NpocMoTpa B cneunannsnpoBaHHOM
MPUSIOXKEHNN

Tabnuua cocTosHMN
(Tonbko gns KLL)

CBefeHNsa 0 MakCMMasibHOM KOSTIMUYECTBE BO3MOXKHbIX CETEBbIX
coeAMHEHUN Ha CETEBOM yCTpoicTBe 1 Tabnuua coctosiHuii (cm. [4]).
Heobxoanmo npeaBapuTenbHO BbibpaTb Bepcuto npotokona IP
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Bknapgka OnucaHue

CeTeBble coeanHeHuns | CBeaneHuns 06 OTKPbITbIX CETEBbLIX COEANHEHUNAX

LLndpaTtop CraTnctuyeckast nHgopmaums o paboTte wudpatopa

(Tonbko ana KLU)

lMponyuweHHble Cratnctnyeckas nHgopmaums no naketam, obpaboraHHeiM JA
naketbl

(Tonbko gns AA)

TexHonornyeckui TexHONorMyeckmii OTHET ANS OTNPaBKK B CNY>X6Y NOAAEPKKU.

oTyeTr Mpu HaxxaTnn KHoNKK "BbINONHUTL" — hOpMMpOBaHMe oTyeTa.

Mpu HaxkaTumn kHonku "CoxpaHuTb" OTKpoeTcsa cTaHaapTHoe okHO OC
Windows ansa coxpaHeHus ¢aina otTyeTa

OTnagoYHbIN Xyp- OTnaaoyHbIN XXypHan Ana OTAPaBKM B CNYyx 6y NoaAEpXKH.

Han** Mpu HaxaTun KHonku "MonyunTb" — hopMMpoBaHme XypHana.

Mpu HaxkaTumn kHonku "CoxpaHuTb" OTKpoeTcsa cTaHaapTHoe okHO OC
Windows ans coxpaHeHus daiina xypHana

Mpumeyannue.

* [Ing BbINOMHEHMS KOMaHA ping U traceroute Ha ceTeBOM YCTPOWCTBE aBTOMATMYECKM CO30AlTC BPEMEHHbIe npasuna unbTpauun, pas-
peLLatoLLe NPOXOXAEHNE COOTBETCTBYIOLLWX NaKeTOB.

** [Ins nony4eHns 0TNafo4HOro XypHana Heobxoaumo NpeaBapuTENbHO ONPeaenuTb, Kakol YpoBeHb AeTanun3aumnn cnyxebHbix coobLLeHNi
OH BygeT copepxartb (CM. Hxe).

O6paleHue B Texnoanepxky

Mpn Henonaakax B paboTe ceTeBOro yCTponcraa, Tpebyrowmx BMelwaTenbCTBa CO CTOPOHbI pa3dpaboTyumka, MOXeT
notpeboBaTbCs Nepegaya COOTBETCTBYIOLWNX TEXHOOMMYECKUX OTYETOB M OTNAAOYHbIX XypHanos. MNepea dop-
MWUpOBaHWEM OTaA04YHOro XypHana HeobxoAuMO onpeaennTb, KakoW ypoBeHb AeTanu3aunm cnyxebHbix co-
obueHnit oH byaeT coaepxartb.

Ona onpepeneHus cocrtaBa OT/IafO4YHOro >XypHana:

1. B okHe cBolicTB TpebyemMoro ceTeBoro yCTponcTaa nepengurte K Bknagke "XypHanbl".

2. YcTaHOBWUTE OTMETKY B nose "YpoBeHb AeTannsaummn" u Boibepute Tpebyemblli ypoBEHb B BbiNaAatoLEM CMIMUCKE.
YpoBeHb OTNaA0UYHbIX COOBLLEHNI COAEPXUT NOMHbIA NepevyeHb BCEX MPOU30LIEALINX COBbITUIA, YPOBEHDb OLLM-
60K — TONIbKO coobLeHns 06 owmnbkax.

3. HaxmuTte kHonky "OK".

Ans ¢hopMupoBaHUA OTNIAfQO0UYHOIO XXypHana:

1. Bbibepute TpebyeMbiit TN YCTPOMCTBA B 061aCTN 06BEKTOB yNpaBiieHUs, 3aTeM Bbl30BUTE KOHTEKCTHOE MEHI0
npob6a1eMHOro ceTeBoro ycTponcTea 1 Bbibepute KoMaHAy €ro AMarHoCTUKMU.

Ha skpaHe nosABMTCSH OKHO AMarHOCTUKM CETEBOro YCTPOMCTBA.

2. Bbibepute Bknaaky "OTNagouHbif XypHan', HaxMmute KHOMKY "MonyumTb" M AOXKAUTECb OKOHYAHWA MNpo-
ueaypbl GOpMMPOBaAHUSA OT/IaA0YHOIO XypHana.

3. Haxmunte kHonky "CoxpaHutb".

Ha skpaHe nossutca ctaHaapTtHoe okHo OC Windows ansa coxpaHeHus daiina xxypHana. dalin xypHana no
yMon4yaHuo nonydaet umsa systembLog_ DDMMYYYY_HHMMSS.txt, rae DDMMYYYY_HHMMSS — pata v Bpems
€ro co3aaHus.

4. CoxpaHuTe daiin 1 oTNpaBbTe ero pa3paboTUnKy Mo AOBEPEHHOMY KaHany.

Ana ¢opMUpOBaHUA TEXHOJIOMMYECKOro oTyeTa:

1. Bbibepute Tpebyembiin TUN yCcTpoKicTBa B 061acTM 06bEKTOB yNpaB/ieHUs, 3aTeM BbI30BUTE KOHTEKCTHOE MEHH0
npob1emMHOro ceTeBoro yCTpomcTea n Bbibepute KOMaHAy ero AuarHoCTUKM.

Ha skpaHe nosBUTCA OKHO AMArHOCTUKWN CETEBOro YCTpOﬁCTBa.

2. BbibepuTte BkIaaky "TexXHOMOMMYECKUA OTHET", HAXMUTE KHOMKY "BbiNonHUTL" M A40XKANTECH OKOHYAHWUSA Npo-
ueaypbl GOpMMPOBAHMSA OT/IaA0YHOIO XypHana.

3. Haxmute kHonky "CoxpaHutb".
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Ha skpaHe nosasutcsa ctaHgapTHoe okHo OC Windows ans coxpaHeHus danna otyeta. Pann otyeta no ymosn-
YaHuto nony4vaet uma debug_report DDMMYYYY_HHMMSS.dump, rae DDMMYYYY_HHMMSS — pata v Bpems

ero cosaaHus.
4. CoxpaHuTe daiin 1 oTnpaBbTe ero pa3paboTunKy Mo AOBEPEHHOMY KaHany.
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YnpaBneHue TpaouKom

OnpepeneHune kKnaccoB Tpaduka

[Ana onpeaeneHua Knacca Tpacbm(a:

. B neBoW yacTu okHa nporpamMmmbl ynpaBneHus Bbl uTe nank HTp ynpaBfieHus ceTb naccol Tpaduka".
1. BneBo o o) e 6epute "Ue e eTbio> K "

B npaBoii 4acT okHa 0To6pa3nTca nepeveHb Kaccos Tpaduka.

Mpumeyanme.

Knacc tpadmka "HopmanbHbIi" co3gaeTcs aBTomaTtuyecky npu hnumanmsavmm LIYC.

2. B cnucke Knaccos TpadurKa BbI30OBUTE KOHTEKCTHOE MEHIO U aKTUBMPYITE HYXHYIO KOMaHAY:

Co3patb BbI3bIBaET OKHO A1 perucTpaLumm HoBOro kacca Tpaduka

CsoicTtBa | Bbi3biBaeT OKHO CBOMCTB Kjlacca ANs peaakTupoBaHUs BblI6paHHOM 3anncu

3. 3anonHuTe Nofs NnapaMeTpoB U HaXxXMuTe KHonky "OK":

Ha3BaHue

HanmeHoBaHMe knacca Tpadvka

OnucaHune

Mpon3BObHbIN TEKCTOBbIN KOMMeHTapuii (Heobsi3aTenbHbIN NapaMeTp)

MpropuTeT WndpoBaHus

OuepepHocTb 06paboTku IP-nakeTa, OTHECEHHOMO K AaHHOMY Knaccy, 6/10KOM
KpunTorpaduyeckoli 3awmTbl. Bo3aMoxHble 3HaueHust 0-31. BonbleMy 3HaYeHMIO
COOTBETCTBYET 60/1€€ BbICOKUIA NPUOPUTET

[MopT BHewHero
MHTepderica ans
3awmndpoBaHHOro Tpaduka

MopT BHelwwHero nHTepdeica, ¢ KOTOporo oTnpasnstoTcs IP-nakeTbl AaHHOMO Kacca

He MeHaTb

CoxpaHsieT 3HaueHue nonsa ToS y ncxoaswero IP-nakeTa TakuM xe, Kak y BXOASALWEro

YCTaHOBUTb 3HAYeHMe

ToNbKO AN KPUMATOLLIO30B.
HasHauvaeT ncxogsauwemy IP-nakety 3HadeHmne nonsa ToS, ykasaHHOE HUXe

Bin/Hex

OTo6pa>KaeT Ha3HayaeMoe 3HayeHune nons ToS B ABOMYHOM UK LWIeCTHaaUuaTepmMyHOM Buae

Koa DSCP (6uThl
1-6)

OnpepenseT 3HayeHue nonsa ToS no wectnbutHoMy knaccugukatopy DSCP. Bo3MOxHble
3Ha4vyeHunsa 0-63

MpuoputeT (6UTHI
1-3)

OnpepenseT nepBble Tpy 6uTa 3HaUYeHuns nosst ToS no knaccudukaTopy IPP. Bo3aMoxHble
3HayeHus 0-7

Hun3kasa 3agepxka

OnpepenseTt yeTBepTbi 6UT 3HaUYeHnsa nonsa ToS. Hannune 0TMETKM yKasbiBAaeT pexum
HU3KOW 3a4epXKu

Bblicokas nponyckHas
CNoCcobHOCTb

OnpegaensieT NATbIN 6UT 3HaYeHWs nons ToS. Hannune oTMETKM yKa3biBaeT PEXMM BbICOKOM
NpOnyCKHOM CNOCOH6HOCTM

BbicOKasi HaAEXXHOCTb

OnpepenseT wecTton 6uT 3HayeHns nona ToS. Hannyme oTMETKN yKa3blBAET PEXUM BbICOKOWN
HaAeXHoCTH

YnpaBneHue npuoputusauuen tTpadmka

OkHo ynpaBneHus QoS

HacTtpoliky odepeayn Ha otnpaBky ans KL n KK BbIMOAHAKT B OKHE CBOWCTB CETEBOro YCTPOMCTBA Ha BKaLKe

"YnpasneHune QoS".
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CEOWCTEa KpUNTOWN3a - KLU ¢ LYC

OBWwKe ceeeHNA
LLI, A YnpaeneHue neperpyskami Ha uHTepdeiicax CY Wnaniopt... JKCropT...

MHTEpQEech ++eml (HeT ynpasneHna ouepenaAmi)

eml (HeT yNpaBneHA oYepeLAMA)
em2 (HeT yNpasneHs odepeLAMI)
L em3 (HET YyNpaBEneHnA o4epenami)

¥npaeneHwe QoS

DHCP

KypHane!
MapLupyTHsauus
Multi-WVWAMN

DMSs

Ceazn
ANBTEPHATHEHBIE ...
35H

SMMP

UYneHcTEO B rpynnax

Bepowa Mo

Omens

Ha Bknagke oTobpa)kaeTcs nepapxmyeckuii CnMcok ceTeBbiX MHTephENCOB AaHHOIO yCTPOMCTBA M AEUACTBYHOLMX
Ha HUX ovepeaen. Ansa GopMUpOBaHUS oUepeaen NCMONb3yNTE KHOMKN:

KHonka OnucaHune

MmnopT... 3anyckaeT npoueaypy mMmnopTta KoHdurypauum odepeaer us XML-arina

DKCnopT... dopmupyet XML-ain ans nepeHoca KoOHMUrypauum ovepeaen Ha apyroe yCTpoMCcTBO

[Job6baBuTb oyepesnsb... Bbi3biBaeT Ha 3KpaH OKHO ANS HACTPOMKM NapaMeTpoB HOBOW o4yepeaun

Ypanutb odepeab YnansieT BblI6paHHyto ovepenb

N3MeHUTb... BbI3blBaeT Ha 3KpaH OKHO AN HACTPOMKM NapamMeTpoB BbIGpaHHOro UHTepdelica unu odepeam
BHumanue!

Ha cusmnyeckux uHtepdeiicax, BXOLALMX B arperMpoBaHHbIil kaHan, npuopuTu3aums Tpaduka, B TOM Yucre YnpaBnsioLwero, He NoLALepXKMBaeTCs.
Takke He nogaepx1BaeTCca NpuopuTU3aLmMs Tpadmka Ha HTepdencax ix v ixl.
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Hactpoiika o6wmx napameTpoB oyepean Ha uHTepdence

Ana HacTpokM o6LMX NapaMeTpoB ouepeam:

1.

Ha Bknagke "YnpasneHue Qo0S" OKHa CBONCTB CETEBOro YCTPONCTBa BblbepuUTe HYXHbI CETEBOM MHTEPdENC n
HaXXMUTe KHOMNKY "U3MeHuTb...".

Ha akpaHe nosiBMTCS OKHO MapaMeTpoB uHTepderica.

3anonHuTe NoNa NnapaMmeTpoB N HaxXMuTe KHonky "OK":

Tun npvopuTU3auum

MeToa o6paboTku ouepean (HeT/PRIQ/CBQ/HFSC)

Monoca nponyckaHus, Kéut/c

O6was nponyckHas cnocobHOCTb AaHHOrO MHTEepderica

HacTpoiika napameTpoB o4epeau

[Ans HacTpoWkM ouepenm:

1. Ha Bknagke "YnpasneHue Q0S" OKHa CBOWCTB CETEBOr0 yCTPOMCTBA BblbepuUTe HYXHbIA MHTEP(DENC N HAXMUTE
KHoMKy "Jo6aBuTb ouepeab...".

Mpumeyanme.

[obaBneHne ovepean BO3MOXHO NMWLLb HA WHTEPENCE C YCTaHOBMEHHbIM YNpaBneHneM ouyepeasmu (CM. Bbiwe "HacTtpoiika oblimx na-
paMeTpoB o4epean Ha uHTepderice”).

Ha skpaHe MOSABUTCS OKHO AJ1 HacTPOMKKM CBOWCTB oyepeau. Bua okHa 3aBucuT OT Bbi6paHHOro TMna npu-
opuTtusaumum (cM. cTp. 54).

2. 3anonHuTe Nons NapaMeTpoB N HaxXMuTe KHonky "OK".

AMNKLI "KoHTnHeHT". Bepcus 3.9
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KLL/KK

HanmMeHoBaHMe ceTeBOro ycTponcTea (He4OCTYNMHO A1 U3MEHEHUI)

NHTepdenc

HanmeHoBaHue nHtepderica (He4OCTYNHO AN UBMEHEHWIA)

O6uwas nonoca

O6was nponyckHas cnocobHOCTb AaHHOro MHTepdenca (HeaOoCTYNHO AN N3MEHEHUI)

nponyckaHus,

Kéut/c

Tvn MeToa o6paboTku ouepean (HEAOCTYMHO ANS U3MEHEHUI)

npuopuTU3aLmnm

Ha3BaHue HanmeHoBaHne o4epeamn

oyepeam

Ouepesnb No Mpy HanNMUMKM OTMETKN AaHHas oyepeab Ha3HavYaeTcs ovepeabio No yMonyaHuio. B aTy ouepeab 6yayT

YMONYaHUIO nonaaaTb IP-nakeTbl, A9 KOTOPbIX oYepeaun He onpeaeneHsbl. Ans nHtepdeinca MoxeT 6biTb HAaCTpoeHa
TONbKO OflHa o4yepeab No yMonyaHuoo. Ecnn HacTpanBaemas ouepeb He SIBNSIETCA oYepeabio Mo
YMONYaHUIO, yaanuTe oTMETKY

Ynpasnsiiowmm Ouepeab 6yaeT ncnonb3oBaTbCs A48 ynpasnsiowero Tpaduka. Ans nHtepdeinca MoxeT 6biTb

Tpaduk HacCTpoeHa TONIbKO 0A4Ha o4yepeab Ans ynpasnstowero Tpaduka. s HaCTpoiikK odepeamn

npeaBapuTenbHO A0/KHA 6bITb HACTpOeHa ouepeab Mo yMondaHuio. Ecnvm HacTpavBaeMas odepesb He
SIBNISIETCS ouepeablo ANa ynpasnsiowero Tpaduka, yaanute oTMeTky

Knaccol Tpadumka

MepeyeHb kNaccoB Tpaduka, BKIKOYAEMbIX B AaHHYI0 ovepeab. s dopMMpoBaHUs cnucka
ncnonb3yrnte kHonku "JobasuTb..." n "Yaanutb"

Monoca
nponyckaHus, %

[onsa obwen nonockl NponycKkaHus, BbiAeNeHHasa A5 AAHHOM oyepean, B npoueHTax (Tonbko ans CBQ).
3HauveHune "0" HegonNyCcTMMO

YBennunTb no
BO3MOXHOCTU
(borrow)

YcTaHoBKa OTMETKW BK/lOYaeT MeXaHU3M 3aMMCTBOBaHMS 06LLei NooCkl NPONycKaHus B ciyyae
Hencnonb30BaHWs ee ApyrnMm odepeasmm (Tonbko ans CBQ)

realtime, %

[onsa obwer nonocbl NponyckaHus, BbiAeNeHHas Ans pexnma realtime, B npoueHTax (Tonbko ans
HFSC)

upperlimit, %

MakcuMmanbHas fons obwen nonockl NponyckaHus, B npoueHTax (Tonbko ansa HFSC)

linkshare, %

[onsa obwen nonockl NponyckaHus, BblaeneHHas ang pexuma linkshare, B npoueHnTax (Tonbko ans
HFSC)
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MpuopwuTtet MocnepnoBaTenbHOCTb 06paboTku odepenei. BoamoxHble 3HaveHnss 0-7 ans CBQ n HFSC, 0-15 ans
PRIQ. BonblieMy 3Ha4YeHUIO COOTBETCTBYET 60s1ee BbICOKNI MpUopUTeT

Konunyectso KonunyectBo naketos, koTopblie KLU cMoXxeT noMecTuTb B ouepeab. MmMHuManbHoe 3HadyeHne — 0,

C/10TOB MakCMManbHoe 3HayeHne — 65535

3awmwuTa ot YcTaHOBKa OTMETKM BKJIOYAET YKa3aHHbIA MexaHu3M 3awmTbl oT neperpysok (RED, RIO, ECN)

neperpysok

Pe3epBupoBaHue Nonockl NPONyCKaHWUs ANa ynpaBnstowero Tpaguka

Ha ceTeBOM yCTpOMCTBE MOXHO 3ape3epBMPOBaThb MoOJIOCY NPOMNyCcKaHua Ans ynpasnstowero Tpaduvka. [Ana atoro
HacTpauMBaeTCs OTAeflbHasi ouyepeab C HauBbICWIMM MPUOPUTETOM, B KOTOPYHO MOMAAalT TOSMbKO MakeTbl cre-
AyOLWKX TpadUKoB:

ny uyc — uyc;
nycg—cn;

LYC — KLU, KK, A (nepeaaya ob6HoBneHun MO, BPI, cucrtemHble npasuna, orn);
DNS;

SSH;

DHCP;

TectnpoBaHme Multi-WAN;
DHCP-relay;

Syslog;

SNMP;

SNMP-trap;

CUHXpOHU3auma mexay LUYC;
aBTopu3aums xocTa.

BHumanue!
Ecnu Ha BHyTpeHHeM uHTepdeiice KLU ¢ yctaHoBneHHbIM DHCP-cepBepom HacTpoeHb! odepeai, 0TBeTHble nakeTsl oT DHCP-cepBepa B ouepenb
AN ynpasnsoLLero Tpaduka He nonagaoT.

[Ana co3aaHuAa ouyepeau AnNa ynpasnsoLlero 'rpacbm(a:

1.

2.

3.

Ha Bknagke "YnpasneHue QoS" okHa CBONCTB CETEBOIr0 YCTPOMCTBa BbibepuTe MHTEPdENC, HA KOTOPOM HEO0b6-
XOAMMO HACTpPOMTb ouyepeab ANs ynpasaswowero Tpaduk, M NpoBepbTe B CAWCKE O4yepener AaHHOro WH-
Tepderica Hanmune ovyepeamn rno yMoa4yaHuio.

Ecnn ouyepenb No yMoON4YaHMIO OTCYTCTBYET, co3aanTe ee (cM. cTp. 54). Npu HacTpoike o4yepeamn yCTaHOBUTE OT-
MeTKy B rnose "Ouepenb No yMonyaHuio".

Job6aBbTe HOBYIO ovepeab. [pu HacTpolike NapaMeTpoB o4Yepeaun 3aganTe MaKCUManbHbIA MPUOPUTET.
CraHeT focTynHbIM none "Ynpasnaowmi Tpadumk”.
YcTtaHoBUTE OTMETKY B nosie "Ynpasnsiowmni Tpaduk”.
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CeoicTEa o4epegu X

KpwnTownios KK3_R300
Wrmepoeiic ighl
O6wan nonoca nponyckanua, Keut/c 100000
Twn nproprmmsawm  CBQ
HassaHue ouepemt | kys
| ¥npaenawowmi Tpaguk
Knacce: Tpagmka
Wmn MpuopuTeT wueposarma | MopT
Yoamute
Monoca nponyckaHna, % 30
] YBENMUATE No BosMoxHoCTH (bomow)

MpropuTeT 7 - KonvyecTso cnoTos 10000
3awmnTa oT Neperpysok

Orme

4. [locne HaCTpoOKKKM BCEX MapaMeTpPOB o4Yepean HaxmuTte KHonky "OK".
Ouepeab ons ynpasnsiowero Tpadumka 4o6aBUTCS B CMMCOK oyepesen C noMeTKon "system™.

JkcnopT/MMnopT KOHGUrypauum oyepeaen

[na nepeHoca HacTpoeK Ha Apyrue ceTeBble YCTPOMCTBA MMEETCs BO3MOXHOCTb 3KCnopTa/MMnopTta KoHburypaumm
ouepenen Ha ceTeBbIX MHTepdercax ¢ noMoLbio darina XML.
Onsa akcnopta KOHdUrypauyum:
1. lMepenianTe Kk BkNagke "YnpasneHme QoS" n HaxmuTe KHonky "dkcnopT...".
Ha skpaHe nosasuTtcsa ctaHgapTHoe okHo OC Windows ans coxpaHeHus dainna.
2. BbibepuTe nanky, ykaxuTe HasBaHue daiina n HaxmuTe KHonky "CoxpaHuTb".

AOna vnMnopTta KoHpUrypauun:
1. lMepenguTe k BkNagke "YnpasneHme QoS" n Haxxmute KHonky "Mmnoprt...".
Ha skpaHe noseuTtcsa ctaHgapTHoe okHo OC Windows ana oTkpbiTMsa danna.
2. BbibepuTe HyXHble nanky u dana n HaxMmuTe KHonky "OTKpbITb".
Ha akpaHe nosasuTtcsa okHO "MMnopT HacTpoek QoS".

B neBoM yacTu OKHa NpeacTaB/eH NepeyvyeHb MHTEPdENCOB CETEBOr0 YCTpPOWCTBA, B MpaBOM 4acTu OTO6-
paxxaeTcs UMMNopTUpyeMast KoOHbUrypaums ouepeaei.

3. ConocraBbTe MHTepdencam CEeTEBOro yCTpoMCcTBa Ha3BaHUsA NHTepdencos MMNopTMpyemMon KoHgurypaumm. C
3TON Uenblo ANS KaXXAoro 3HadeHus B none "MIHTepdenc Ha <ceTeBOM yCcTponctee>" BbibepuTe Hy>XHOe 3Ha-
yeHume N3 packpblBaroLllerocs cnucka B none "NHtepdenc ns XML".

4. Haxmute kHonky "OK".
Ha Bknagke "Ynpasnenue QoS" otobpasmtcs MMNopTMpoBaHHasa KOHMUrypaums ouepenen.
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Pexum nsonuposaHHOM ceTU

MpeaycMOTPeH pexXnM W30M5SUMUM KPUMTOLIO30B OT BHELWHE cpeabl, Mpyv KOTOPOM HW OAHO W3 CETEeBbIX
YCTPOWCTB, BXOASALWMX B KpunTorpacduyeckyto cetb LIYC, He 6yaeT nponyckaTb Yepes CBOW BHeLWHME UHTepdeNChI
OTKPbITbI TpaduK. M0 yMOAYAHWNIO PEXMM U30SIMPOBAHHOW CETU BbIK/TIOUEH.

BHumanue!

PesxuM 130nmMpoBaHHON CeTU He MOXET BbITb BKIHOYEH, CIW B CETH:

* 3aperncTpupoBaHbl CETEBbIE YCTPOMCTBA C ycTaHoBMEHHbIM ATTKLL "KoHTuHEHT" Bepcum Huxe 3.7;

* YCTaHOBIEHbI CBA3M CO CTOPOHHUMU KpUNTOrpachnieckuMu CETAMM.

Mpu BKIOYEHHOM PEXUME U30NMPOBAHHOMN CETU AENCTBYIOT CrieayHoLLe OrpaHnyeHus:

* Ha BHeLHNX UHTepdelicax CeTeBOro YCTPONCTBA Pa3peLLeHb! TONbKO YNpaBnsioLwui Tpadvk 1 Tpadvk, nepefasaemblil MeXy CBA3aHHbIMM Ce-
TEBbIMM YCTPOCTBaMU (CM. CTP. 42).

* B pexume Multi-WAN tyHKLWS TECTUPOBAHUS KaHANOB HEJOCTYMHA.

* 3anpelleHa otnpaBka Bo BHeLLHIoW ceTb DNS- n NTP-3anpocos.

* B 10NONHUTENBHOM MEHIO NOKANBHOTO YrpaBneHUs CETeBbIM YCTPOCTBOM (CM. CTP. 58) komaHAab! "BbinonHuTe ping" v "BbinonHuTs traceroute”
C afpecamu, NPUHaANEXaLLMMIN BHELLHUM CETSM, BbINOMHATLCS He Oy ayT.

* [InHammnyeckas agpecaumst Ha BHELHUX MHTEPencax CETeBOro YCTPOMCTBA He UCMONb3yeTcs.

* [laketbl o1 DHCP-petpaHcnsTopa ¢ BHewwHero uHTepdeiica KLU He oTnpasnstoTcs.

Cunxponusauus B[] LIYC yepes BHeLLHWe uHTEpderchl He BbinonHseTcs. [ns cunxponnsauuy b LIYC Heobxoamumo obecneyunts AOCTYNHOCTb MEX-

ay LYC uepes BHyTpeHHUe uHTEpdelicl. IP-agpeca aTux uHTepdencoB AOMKHbI ObiTb B CIMCKAX anbTepHATUBHbLIX agpecoB COOTBETCTBYHOLLMX

uyc.

Ona BKAIOYEHUS / BbIK/IIOYEHUA peXxuma MBOHMPOBaHHOﬁ ceTu:

1. Bbi30BUTE KOHTEKCTHOE MeHlo pasgena "UYC" obnactn obbekToB ynpasneHus u Bbibepute komaHay "Csoin-
cTea'.

MosiBuTCcsa okHo "CeolctBa LIYC".
2. YcTaHOBWUTE WUNU yaanute oTMETKY B nosie "PexuM naonnpoBaHHOM ceTn" n Haxmute KHonky "OK".

Ceoicrea LYC b4

O6LWME CBEREHNA Bepcua M0
e Texousas sepcus: =

MonuTUEa ayTEHTUGHEALMK
Jarpyzats M0

PesxuM yrpasneHna KN4Yesoi MHPopMaLmMe

CxemMa TPEXNETHEr 0 XPEHEHMA KIOYEB0M MHPOPMELIN,
rEHEPALIMA KNo4eil CeTeBLI YCTPOMCTE cpeacTean APM
K

CxemMa 0AHONETHEND XPEHEHWA KNIOUSE0H MHPOPMELIM,
FEHEPALIMA KNoYel CeTEBLIX YCTPOMCTE cpeacTeamu LIYT

MakcumaneHee pasmepes xypHanos (KBaiT)

CricTemHeIR xypHan 2048
HypHan 2048
J¥ypHan ceTesoro TpamuKa 4095

I Pexum W30NMPOBaHHOH CETM I

v

B pesynbTaTe BbINOSIHEHUA MpoLeAypbl Ha BCEX CETEBbIX YCTPOWCTBAx OyAeT YCTAHOBMIEH pPEXWUM, CO-
OTBETCTBYIOLWMI BbINOJIHEHHOMY AENCTBUIO, N aBTOMaTuyeckn 6yayT o6HOB/IEHbI NpaBmna puabTpaunm.
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lNpunoxeHune

MNMepexon K MEeHK NoKarnbHOW HAaCTPOMKM NapamMeTpoB CeTEeBOro yCTpomcTaa

1. OTKpoiTe rnaBHOE OKHO IOKaJ/IbHOrO YyrnpaBieHns CETEBbIM YCTPOMCTBOM. [1719 3TOro Heo6X0AMMO HaxaTb Kia-
BULWY <Enter> B KOPOTKMWIN MPOMEXYTOK BpEMEHW Mocse nepesarpysku ysna.

1: BaBepmenme pa6GoTs

Ilepesarpyska

YnpaBnerne koHburypaumen
HacTpoiika 6e3o0mnacHOCTH

HacTporka CJI <byHKIMST HeZoOCTymHHa>
TecTupoBaHmne

: Bmxoxn

BeibepuTe nyHKT MeHIO (0-6) :

oo Ul WN

2. BeeauTe HOMep kKOMaHAbl "YnpasneHue KoHdUrypaumnein" n Haxmmte Knasmwy <Enter>.
Ha skpaHe NosiBUTCSA MeHI0 N0KafibHOW HAaCTPOMKN NapaMeTpoB CETEBOro YCTPOMUCTBA.

CoxpaHeHue KoHbGuIypaumum

Barpyska kxoHOMrypamum

sMeHeHme agmpeca axTmeBHOro ILYC

HacTpoika PPPOE-coeamMHeHun

HacTpoika umbppoBanms

HacTporka ¢parMeHTaumm

HacTporika KOMMYTaLuu

HacTpoiika OTJIamoOYHOI'O XypHana

9: HacTporka JoCTyna ygnajleHHOI'O TepMMHala

10: HacTpoika pexmMma peTpaHcasTopa DHCP (replace)
11: Bmkiwouenme Agent relay information (onmumm 82) ma DHCP-peTpaHcasiToOpe
12: YcravoBuTE IO KPMOTOYCKOPUTEJS

0: Bmxon

BeibepuTe nyHKT MeHO (0 - 12):

o JoyUl s WDN R

KomaHAabl AONONHUTENTbHOIO MEHH0

[Ons ncnonb3oBaHWs AOMONIHUTENIBHOMO MEHIO K CMCTEMHOMY 6J10KY CETEBOro YCTPOMCTBA 3apaHee AO0/MKHbI 6biTb
NOAKOYEHBI KNaBmaTypa n MOHUTOP.
Ans nepexoaa K AONOJ/IHUTE/IbBHOMY MEHI0:
1. Y ceTeBoOro ycrpoiictea B pabouyeM pexunme HaxMmmte KOMbnHaumio knasuw <ALT+F2>.
Ha akpaHe nosBuTCSA 3anpocC Ha NpeabsB/eHMe NEePCOHANbHOro naeHTndmnKaTopa agMMHNCTpaTopa
2. lNpeabsaBUTe NepcoHanbHbln nAEHTUdUMKATOP, NpM Heo6X0AMMOCTN BBEAUTE NMapo/ib.

KonnuyecTtBo HeyaauHbIX MNOMNbITOK NpeabsBAEHUS NEepCOHaNbHOro naeHTudunkKaTopa n spemsa 610KMpoBKKN 3a-
AAK0TCHA NONUTUKON ayTeHTUdUKaunmM aaMmMHUCcTpaTopos (cM. [3]).

Ha akpaHe nosiBUTCS A0NOSIHUTENbHOE MeHto (cM. Tabn.5).
3. BeeauTe HOMep KOMaHAbl N HaXXMuTe Knasuwy <Enter>.
BbinonHanTe ykasaHus, oTobpa)kaeMble Ha SKpaHe
4. [ns BbiXoAa U3 AOMOMHUTENBHOMO MEHIO HAXMUTE KOMBMHaUMIO KnaBul <ALT+F1>.
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Ta6n.5 KomaHAbl AONOJIHUTENIbBHOIO MEHH0

KomaHpa

OnucaHue

CeeneHus 06
ycTponcTBe

OTobpaxkaeT Ha aKpaHe crneaylme CBeeHus:

e TUN annapaTHOW nNnaTdopMsbl;

® Bepcus, KOHTPOIbHas CyMMa u KoHdurypaums MO;

e unaeHTudukatop CY;

e CTaTyC MSArkoro pexuma (BKI/BbikN);

e BBOZJ B 3KCrnyaTaumio (aa/HeT).
Ecnwn ycTpolicTBO BXOAWT B COCTaB KnacTepa, oTobpa)kaeTcsa cTaTyC — OCHOBHOM/pe3epBHbIN.
JdononHuTtenbHble cBeaeHns anga LYC:

e pexunm pabotbl LIYC B knactepe (aKTUBHbIN/NAacCUBHbBIN);

e JfaTta v BpeMs nocnegHero nsmeHexms b4 LYC

Kntoum n HocuTenmn

OTob6pakaeT Ha aKpaHe cneayoLwmnii CMMCOK KOMaHA:
® M0OArOTOBUTb KJItOY, MpucnaHHbin ¢ LIYC;
* WHPOPMaUMS 0 3arpyXXeHHbIX Kio4ax;
* BbIX0OA

BbiBECTU CNNUCOK
aBTOPU30BaHHbIX
rnonb3oBaTtesnen

OTobpaxaeT Ha SKpaHe CN1COK aBTOPMU30BaHHbIX Mosib3osartenei. CnmMcok coaepxuT IP-aapeca
aBTOPU30BaHHbIX M0J/Ib30BaTE/EN U BPEMSA UX NOAKIOUEHUS

Cnuncok npasun
dunbeTpaumm

OTob6parkaeT Ha aKpaHe CNMCOK BCeX NpaBunn GunbTpaunm ¢ BO3MOXHOCTbIO COXPaHEHUS MHGopmMaumm B
darnn n s3KcnopTa ero Ha BHeLWHWN HocuTeNnb MHopMaLnm

Cnuncok npasun NAT

OTobpaxaeT Ha akpaHe cnncok Bcex npasua NAT C BO3MOXHOCTbIO COXpaHeHust nHdopMaunmn B pann n
3KCNopTa ero Ha BHELWHW HocuTeNb MHdOopMaunm

BbIBECTM NMONHbIN
CNUCOK MHTepdencos

OTobparkaeT Ha a3KpaHe CNNCOK BCEX NHTepPdENCOB C BO3MOXHOCTbIO COXpaHeHuns nHdopmauum B dhann
M 3KCropTa ero Ha BHeLWHWA HocuTenb nHdopMaumm

BbiBeCTM Tabnuubl
MapLipyT13aumm

OTob6paxkaeT Ha aKpaHe Tabnuubl MapLpyTusaumm ans npotokonos IPv4 n IPv6 ¢ BO3MOXHOCTbIO
coxpaHeHus nHhopMaunm B paa n 3KCNopTa ero Ha BHELHWI HOCUTENb MHopMaummn

MpocmoTp Tabnnubi
coctosHun (keep-
state)

OTobpaxkaeT Ha a3KpaHe KONMYECTBO YCTAaHOBNIEHHbIX COEANHEHUI C BOSMOXHOCTbIO pa3aenbHOro npo-
cmoTpa ceccuit IPv4 u IPv6. Mpn npocMoTpe ceccmin MOryT 6bITb MCMOMIb30BaHbl GUNLTP U PYHKUNSA
noucka

[AdwvarHoctuka

BbIBOAUT Ha 3KpaH MEHI0 KOMaHa AMarHoCTUKK (cM. Tab.6)

Mepe3sarpy3ka

3anycKaeT nepesarpysKy CETEBOro yCTPOICTBa

3aBepLlieHune paboTbl

BbIK/1IOY@ET 3MIEKTPONUTAHNE CETEBOMO YCTPONCTBA

Bbixoa

3a KpPbIBAa€T AOMNO/IHUTENNBHOE MEHIO

Ta6n.6 KomaHabl MeHIO "[AnarHocTtuka"

KomaHpa

OnucaHue

3arpyxeHHocTb LN

OTobpaxkaeT Ha 3KpaHe MHMOPMaLNIO O 3arpyXXEHHOCTU KaxKaoro
npoueccopa

Mcnonb3oBaHue namMaTtu

OTobpaxkaeT Ha aKpaHe 061, NCMoSIb3yeMbI U CBOBOAHbI 06beM
onepaTUBHOWN NaMaTn

Mcnonb3oBaHme XeCcTKoro Ancka

OTob6paxkaeT Ha 3KpaHe 061Nt 06bEM KECTKOro ANCKA, @ TaKxXe
o6beM ucnonblyemMoro n cBo60AHOr0 NPOCTPaAHCTBA

BbInonHUTL ping*

3anyckaeT Ha KoMMbloTepe KOMaHAy ping 1 oTobpaxaeT Ha 3KpaHe
pe3y/ibTaTbl BbINO/HEHWUS 3TOWM KOMaHAbl. YkaxuTte IP-aapec,
coeanHEeHWe C KOTOPbIM HEOBX0AMMO NPOBEPUTL

BbinonHuTb traceroute*

3anyckaeT Ha KoMMnbloTepe kKoMaHay traceroute n otobpaxaet Ha
3KpaHe pe3ynbTaTbl BbINOJHEHMA 3TOM KOMaHAbl. YkaxuTe IP-aapec,
MapLUpyT K KOTOpoMy TpebyeTcsa onpeaenntb

BbinonHuTe arp/ndp

OTobpaxkaeT Ha sKkpaHe cogepxunmoe ARP- n NDP-kewwa c
BO3MOXHOCTbIO COXPaAHEHMS pe3ynbTaToB B aia 1 aKCnopTa ero Ha
BHELWHWI HOCUTENb MHDOPMaUnmn

AMNKLI "KoHTnHeHT". Bepcus 3.9
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KomaHpa OnucaHue

CBefeHUsi 0 ceTeBbIX COeANHEHMUAX OTtobpaxaeT Ha aKpaHe cBeAeHUs 06 OTKPbITbIX CETEBbLIX COeAN-
HEHMAX C BO3MOXHOCTbIO COXpaHeHWUsi HdopMaLuum B aiin n akc-
nopTa ero Ha BHELUHWIA HoCcUTeNb MHdopMaumm

KonunyecTtBo NponyLweHHbIX NakeTos OTobpaxcaeT Ha akpaHe [JA cBeleHMNs1 O KOJIMYECTBE NMpPOonyLEeHHbIX
nakeToB
CeeneHus o pabote wndpatopa CraTnctuyeckas nHgopmaums o pabote wudpatopa C

BO3MOXHOCTbIO €e COXpaHeHus B dalia 1 3KCNopTa ero Ha BHELHWM
HOCUTENb MHOpMaLmn

MpocMoTp AamMna ceTeBoro Tpaduka OTob6paxkaeT Ha aKpaHe MHbOpPMaLUIo O CeTEBOM Tpaduke.

[nsa 3anycka KkoMaHAbl 3a4aiTe MMSA TeCTUpyeMoro nHTepderica,
GunbTp B popMaTe koMaHabl tcpdump 1 KOMYECTBO NakeToB ANsl
npocMoTpa. ECTb BO3MOXHOCTb COXpaHEHWUS pe3ynbLTaTos B Gaiina n
3KCMnopTa ero Ha BHeLWHWUN HocuTeNb MHdopMauum.

[ns ceTeBOro yCTponcTsa, BbiIBEAEHHOI0 U3 3KCMyaTaumm,
npeayCcMOTPEHO COXpPaHeHWe nHdopMaLmMm B ABONYHOM KoAe ANs
nocneaytoLlero NpocMoTpa B crneunanmamMpoBaHHOM NPUIOXKEHUN

CBefeHNs 0 COCTOSAHUN XYpPHanoB OTobpaxkaeT Ha 3KpaHe MaKkCuMarsbHbIE U TEKYLUNE 06BbEMBI
XXypHanos
CoxpaHuTb KOH(Urypaumo 1 xxypHanbl CobbITUI 3anucbiBaeT KOHMUrypaumoHHble dalifibl Ha 0TYYXAAEMbIN HOCUTENb

AVHaMMYECKOon MapLpyTusaummn**

CoxpaHuTb TEXHOIOrMYeCKyo MHdopMaLmnto BbirpyaeT Ha OTYy>XAaeMblil HOCUTENb TEXHONOMMYECKMIA OTHET AN
oTnpaBku B CNyx6y noaaepxku. ®ann otyeTta nonyymt uma debug_
report_DDMMYYYY_HHMMSS.dump, rae DDMMYYYY_HHMMSS -
AaTta v BpeMs ero cosaaHus

CoXpaHUTb OTNAaA0YHbIE XYPHanbI Bbirpy3ka nHdopMaLumnm CUCTEMHbIX XXypHanoB Ha USB-dneww-Hako-
nutenb B daiin syslog

KomaHaHas cTpoka Mepexoa B pexnm komaHgHowm ctpoku (Continent Shell). Beixoa no
KOMaHzae exit

NaentndunumposaTb MHTEpdENCHI 3anyckaeT naeHTudukaumio BbibpaHHOro nopta Ha Kopnyce
CeTeBOro yCTponcra

Bbixon 3akpbiBaeT MeH "[unarHoctuka"

o *[ins BbINOMHeHWs komaHf ping u traceroute Ha KLU aBTOmMaTMuecku co3naloTcs BpeMeHHble npasuna punbTpauum, paspellatolie npo-
XOXOEHNEe COOTBETCTBYIOLLIMX NaKeTOB.

o **[Ins cOXpaHeHWs XypHaroB coBbITUA B KOHDUTYPALIMOHHOM (haline Ans UCNONb3yeMblX MPOTOKOOB MapLUIpyT13aLmmM JOMmKHa ObITb BKIKOYEHA
dyHKuUus noruposanis (Log stdout) n ykasaH nyTs k channy xypHana. Hanpumep, ans npotokona BGP: log file /var/bgpd.log.

KoHdurypaumoHHble dpannbl

Ong co3aaHnsa KOHPUrypaumMoHHbIX $hanioB MOXHO MCMOb30BaTb N060N TEKCTOBbLIN pefakTop, Hanpumep "bnok-

HOT".
B KOHMUrypaumoHHbIX dainax AoKHbl 6bITb ONpeneneHsb:

e  MapLpyTbl NO YMOSYAHWUIO;

e CTaTM4yecKue MapLIpyTbl, KOTOPbIE AO/MKHbI 6bITh 3arpyeHbl B Tabnuuy MappyTmnsaunu.
B KOHUe KOHMUrypaunoHHbIX hannos Ao/mkHa bbITb NycTas CTpoka.

®opmat koHurypaumnoHHoro chainna OSPF

B tabnuuax Hwmxe npeacTaBfieHbl OCHOBHble NMapaMeTpbl KOHMPUIypauuOHHbIX (annos, UCNOMb3yeMble AN Ha-
CTPOVKM ANHAMUYECKOM MapLupyTmn3aunu.

Ta6bn.7 ®opmar cdaina zebra.conf

MapameTtp OnucaHue
hostname <umsa xocra> YcTaHoBKa MMEHU XOcCTa
log stdout YcTaHOBKa pexunMa NpoTOKOIMPOBAHMS Ha KOHCOJb
AMNKL "KoHTuHeHT". Bepcusa 3.9 60
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MapameTtp

OnucaxHue

log file/var/zebra.log

DKCMNOpPT XYPHaNoB COObITUI AMHAMUYECKOM MapLLpyTM3aumm
13 KW Ha USB-dnew-Hakonutenb (1OKanbHO)

ip route <agpec/mMacka> <LWJ0O3>

OnpeaeneHne CTaTUYECKOro MapLupyTa U MapLipyTa no YMOn4aHuio

Ta6n.8 ®opmart cdaiina ospfd.conf

MapameTtp

OnucaHue

router ospf

BkntoueHne OSPF-npouecca

network <agpec/macka> <wabnoH> area
<HOMep>

OnpepeneHve agnanasoHa agpecos MHTepdencos, KOTopble
ncnonb3ytoTcs ana obmeHa cnyxebHon nHdopmaumeri B npouecce OSPF-
MapLpyTu13aumm

interface <nma>

OnpeaeneHne uMeHn nHTepderica, NCnosb3yemoro Ans obmMeHa
cnyxebHon nHdopmaumen B npouecce OSPF-mapwpyTmsaummn

ip ospf authentication message-digest

YcTaHoBKa pexunma ayTeHTudmrkaumm
OSPF-mapwpyTusaTtopa

ip ospf message-digest-key 1
<anroputM> <KJY>

YcTaHoBKa ayTeHTUdMKaumMoHHoro kntova OSPF-mapwpyTtmMsaTopa.
Ncnonb3oBaTh YKasaHHbIN
anropuTM M KoY (KoY MOXET AOCTUraTh AIMHBLI 16 CUMBOJIOB)

Mpumepsbl KOHUrypaumoHHbix hpavnos

[aHHbIV NpuMep MNTIOCTPUPYET Co3aaHme KoHdUrypaunoHHblix dannos ans KL B TMNoBoM cxeme BK/IIOYEHUS, NO-

Ka3aHHOI Ha PUCYHKE HUXE.

3awmuaemasn cetb 192.168.1.0/24 (HanpuMep, TeppUTOpUanbHbIi dunman Kakon-nmbo opraHmMsaunmn) ansa CBasu
C ApyrMM ypaneHHbiM dunnanoM (Ha pUCYHKE He rnokasaH) ucnosnb3yeT noacetb 10.2.0.0/26 ¢ mapuw-

pyTusatopamu, nogaepxusatowmmmn OSPF.

B coctas 3awmuwaemon cetn Bxoamt noacetb 120.0.0.0/8. [Ana cBSA3M C NOACETbIO MCNONb3YETCS MapLpyTusaTtop

6e3 OSPF (192.168.1.30).

MapuwpyTizatopel
OSPF

SIS

( 1020020

fxpl

P

KoHTHHeHT

Mapmpymaamp
Bes OSPF
192.168.1.30

MoaceTb
120.0.0.0/8

AMNKLI "KoHTnHeHT". Bepcus 3.9
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Onga Ttoro utobbl obecneunTb AMHAMWYECKYHD MapLlipyTu3auuio Npu NpOXOoXAeHUU Tpaduka Mexay MnoACETbIO
120.0.0.0/8 v apyrum yaaneHHbiM dunmanom, Ha KW gomkHa 6biTb BbINOSIHEHA HACTPOMKa AMHAMUYECKON MapLu-
pyTusauumu.

[ns npuBeAeHHOM Bbille CXEMbl KOH(UIypaLMOHHbIE (aisibl UMEIOT CNeayrLWwnii BUA:

zebra.conf

hostname continent
log stdout

# craTmMueckmui MapmpyT B HNOXCeTE
ip route 120.0.0.0/8 192.168.1.30

ospfd.conf

log stdout
router ospf

network 10.2.0.0/26 area 0.0.0.1

area 0.0.0.1 authentication message-digest
# paspemaeTcss aHOHCHMPOBaHME CTATHMYECKUX MapUPyTOB

redistribute static
interface fxp0

ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 1234567890

®opmat kKoHurypaumoHHoro canna BGP

B tabnuuax Hmxe npeacTaBfieHbl OCHOBHble MapaMeTpbl KOHMUIypauWOHHbIX (annos, UCNoSb3yeMble AN Ha-
CTPOMKM AMHAMMYECKON MapLUpyTM3auum no npotokony BGP.

Ta6n.9 ®opmar cdaitna zebra.conf

MapameTtp

OnucaHue

hostname <umMs xocta>

YcTaHOBKa UMeHU XOoCTa

interface <nma>

YcTaHoBKa nHTepdenca

ip forwarding

BknoyeHue nepecbiikn IP-nakeToB

line vty

BkntoueHune pexunma KoHbUrypmposaHus nHtepgeica VTY

exec-timeout <MWHYTbI cekyHabI>

YcTaHOBKa BPEMEHMW 0XuAaHus nogknoveHms no VTY

log stdout

YcTaHOBKa pexunma npoToKOIMPOBAHUSA Ha KOHCOJb

log file /var/zebra.log

DKCNOpPT XYPHaNoB COObITUI AMHAMUYECKOM MapLLpyTM3aumm
n3 KWW Ha USB-¢gnew-HakonuTenb (JJokanbHO)

Ta6n.10 ®dopmart caitna bgpd.conf

Napamertp

OnucaHue

hostname <umsa xocta>

YcTaHOBKa MMEHM XOCTa

router bgp <umsi AC>

BkntoueHne BGP-npouecca ans AC

bgp router-id <ngeHTudunkaTop>

YctaHoBka U poyTtepa

bgp log-neighbor-changes

BkntoueHne perncrpaumm nsmMeHeHunn coctossHna BGP-coceneri

no synchronization

OTK/IIOYEHME CUHXPOHM3aUUK MapLLpyTOB

network <IP-ananasoH>

Ob6bsiBNEHME CETU AJst BCEX coceael

neighbor <IP-agpec> remote-as <uma AC>

CospaHue cocena

neighbor <IP-agpec> weight <senuunHa>

YkasaHue Beca cocega (6onbwinii npuoputeT nMeeT cocef ¢ 601bwnM
BECOM)

log stdout

YcTaHoBKa pexxnma npoTOKO/IMPOBaHNS Ha KOHCOSb

log file /var/bgp.log

3KCI'IOpT XypHanos CO6bITUI ANHAMNYECKOM MapuwpyTtusaummn

13 KW Ha USB-dnew-HakonuTtens (JloKanbHO)

AMNKLI "KoHTnHeHT". Bepcus 3.9
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JaHHbIN NnpuMep MANICTPUPYET Co34aHne KOHPUrypaumoHHbix pannos ang KL B TUNOBOM CXxeMe BK/IHOUYEHUS, No-

Ka3aHHOW Ha PUCYHKE HUXe.

1.1.1.100/24

@ 192.168.1.1/24 r\l 1.1.1.1/24

Host 1 1110/24 2230/24
v e KL € Lye

192.168.1.2/24

2.2.2.2/24 m 192.168.2.1/24 gjlj

K2

Host 2
192.168.2.2/24

[ns npnBeAeHHON BbilLe CXEMbl KOH(UIrypaLWoHHble dannbl UMEKOT CNeayrLwWwnii BUA:

zebra.conf gna Host 1

hostname CUS
interface em0

ip forwarding

line vty
exec-timeout 0 0

log stdout

log file /var/bgp.log

bgpd.conf ana Host 1

hostname CUS

router bgp 10

bgp router-id 1.1.1.1

bgp log-neighbor-changes

no synchronization

network 1.1.1.0/24

neighbor 1.1.1.100 remote-as 100
neighbor 1.1.1.100 weight 2000
neighbor 1.1.1.200 remote-as 200
neighbor 1.1.1.200 weight 1000
log stdout

log file /var/bgp.log

zebra.conf gna Host 2

hostname CGW2
interface emO

ip forwarding

line vty

exec-timeout 0 0

log stdout

log file /var/bgp.log

bgpd.conf gna Host 2

hostname CGW2

router bgp 20

bgp router-id 2.2.2.2

bgp log-neighbor-changes

no synchronization

network 2.2.2.0/24

neighbor 2.2.2.100 remote-as 100
neighbor 2.2.2.100 weight 2000
neighbor 2.2.2.200 remote-as 200
neighbor 2.2.2.200 weight 1000
log stdout

AMNKLI "KoHTnHeHT". Bepcus 3.9
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log file /var/bgp.log

Mpumepb! KoHUrypauuoHHoro ¢gainna RIP

Hwxxe npuBeaeHbl npuMepbl KOHGUrypaumoHHbelx darnos RIP ¢ punbTpaumen mapwpyToB Mexay ABYMS y3namm —
KW v KLW c LYC.

FEFiL
Nl,a — — — N
7 RIP routes to 77.1.1.0, redistribute rip
88.1.1.0 via 10.2.7.102 - .
Sawmwaemasn KL KW ¢ UycC Cisco

ceTb

Ansa KL kKoHdUrypaumoHHble dalinibl UMEIOT Cneayowmin BUa:

zebra.conf

hostname cgw2-zebra
password 123

log stdout

ip route 9.0.90.9 9.9.9.0 10.2.0.1
ip route 155.1.1.8/24 18.2.7.102
ip route 166.1.1.8/24 10.2.7.182

ip route 77.1.1.8/24 106.2.7.1@2
ip route 88.1.1.9/24 10.2.7.102

ripd.cont

hostname cgw2-rip

password 123

router rip

network em@

neighbor 10.2.7.100

Iredistribute connected

no redistribute static

redistribute connected route-map TO-RIP
redistribute kernel route-map TO-RIP
redistribute static route-map TO-RIP
interface em@d

ip prefix-list rip-new seq 18 permit 77.1.1.8/24 le 32
ip prefix-1list rip-new seq 20 permit 88.1.1.8/24 le 32
ip prefix-1list rip-new seq 3@ deny any

route-map TO-RIP permit 18
match ip address prefix-1list rip-new
log stdout
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Ona KW ¢ UYC KOHpUrypaumoHHble daifibl UMerT CrieayoLwuii BUa:

zebra.cont
hostname ncc-zebra
password 123

log stdout

ip route ©.0.0.0 0.9.9.9 10.2.0.1
ip route 186.1.1.06/24 10.2.7.100

ip route 1081.1.1.0/24 10.2.7.100

ip route 162.1.1.0/24 198.2.7.100

ip route 183.1.1.0/24 10.2.7.100

ip route 164.1.1.6/24 18.2.7.100

ripd.cont

hostname ncc-rip

password 123

router rip

network eme

neighbor 18.2.7.162
lredistribute connected
redistribute static
I'redistribute kernel
distribute-1list private in em@
distribute-list private out em@
access-1ist private permit any

YnpaBneHue ovyepeabio 3agaHumn

C nomouybto MY LWYC MOXHO NpOCMOTPETbL U U3MEHUTbL OUepeab 3aJaHnit No60ro CeTeBOro yCTponCcTBa KoMmniekca.
Ouepeab 3adaHWii CETEBOrO YCTPOWCTBA COAEPXWUT CMMUCOK TEKYLMX 3adaHuii, KoTopble COpMUpOBaHbl ANs
YCTPOICTBA, HO elle HE BbIMOHEHbI.

[Ans npocMoTpa ouepeam 3agaHuii:

e Bbibepute B 061actn 06beKTOB ynpaBneHns Hy>XHoe yCTPOMCTBO M nepenguTte K Bknagke "Ouepeab 3agaHnin”
OOMOIHUTENbHOIO OKHa.

Ha aTton Bknagke 0To6pa>KaeTc;| CNMNCOK TEKYLWWKnX 3aaHun [AaHHOro CeTeBOro YCTpOVICTBa. ITOT CnNncok 6y,qu
nycT, eCnun BCe TeKyLMe 3a4aHNA BbIMOJIHEHDI.

CnucoK 3ajaHuii, COCTaBASKOLWMX oyepeab, oTobpaxaercs B dopme Tabnuubl, Kaxaass CTPOKa KOTOPOM CO-
OTBETCTBYET OAHOMY 3a4aHUI0.

Ta6n.11 MNepeueHb NnoJsie CNUCKa 3agaHun

Mone OnucaHue
OnucaHue HanmeHoBaHue 3a4aHnsa
Bpemsa oxunagaHusa WNHTepBan BpeMeHu, NpoLleaLnin ¢ MOMeHTa (OPMUPOBAHNSA 3a4aHNs

B cnyyae Heo6xoanMOCTK ovepeab 3a4aHUN MOXKET B6bITb MONTHOCTBIO YaaneHa.

Onsa ynpaBneHus ouyepeabio 3afaHuM:
1. [nsa yaaneHus 3agaHus BblbepuTe ero B CNUCKE M HAXXMUTE Ha NaHeNn MHCTPYMEHTOB KHOMKY "YaanuTtbe".
2. [1na nOAHOM OYMUCTKU O4Yepean 3a4aHNi HAXXMUTE Ha NaHeIn MHCTPYMEHTOB KHOMKY "Ounctnte".
Ha skpaHe NnosBMUTCH OKHO NOATBEPXKAEHUS BbINOJIHEHMUSA ONepaunu
3. Haxmute kHonky "[a" B okHe 3anpoca.
Ouepepnb 3agaHui 6yaeT NONHOCTLIO yaaneHa
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AnnapaTHO-NpOrpaMMHbIA KOMMNEKC WN@PPOBaAHUS
MpuvHUNNBI PYHKLMOHMPOBAHMS KOMMAEKCA.

AnnapaTHO-NPorpaMMHbIiN KOMMEKC WnbpoBaHms
BBoa B akcnyaTauuio.

AnnapaTHO-NpOrpaMMHbIA KOMMNEKC WN@PPOBaAHUS
YrnpasrieHne KOMIMIEKCOM.

AnnapaTHO-NPorpaMMHbIiN KOMMEKC WnbpoBaHms
MexceTeBoe 3KpaHMpoBaHMe.

AnnapaTHO-NpOrpaMMHbIA KOMMNEKC WNPPOBAHUS
CeteBble QYyHKLUU.

AnnapaTHO-NporpaMMHbIN KOMMEKC WnhpoBaHms

Hactpoiika VPN.

AnnapaTHO-NpOrpaMMHbIA KOMMNEKC WNPPOBAHUS

Ayant.
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CepBep gocrtyna.
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KnueHT ayTeHTudmKaumm nonb3oBaTens.
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